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CHAPTER 1

Introduction to
Webmin

T his chapter explains what Webmin is, why it was written, and what you
can expect from this book.

1.1 What is Webmin?

Webmin is a program that simplifies the process of managing a Linux or UNIX system. Tradi-
tionally, you have needed to manually edit configuration files and run commands to create
accounts, set up web servers, or manage email forwarding. Webmin now lets you perform these
tasks through an easy-to-use web interface, and automatically updates all of the required config-
uration files for you. This makes the job of administering your system much easier.

Some of the things that you can do with Webmin include:

¢ Creating, editing, and deleting UNIX login accounts on your system

* Exporting files and directories to other systems with the NFS protocol

« Setting up disk quotas to control how much space users can take up with their files

¢ Installing, viewing, and removing software packages in RPM and other formats

* Changing your system's IP address, DNS settings, and routing configuration

* Setting up a firewall to protect your computer or give hosts on an internal LAN access to
the Internet

* Creating and configuring virtual web sites for the Apache Web server

* Managing databases, tables, and fields in a MySQL or PostgreSQL database server

* Sharing files with Windows systems by configuring Samba

These are just a few of the available functions. Webmin lets you configure almost all of the com-
mon services and popular servers on UNIX systems using a simple web interface. It protects you
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from the syntax errors and other mistakes that are often made when editing configuration files
directly, and warns you before potentially dangerous actions.

Because Webmin is accessed though aweb browser, you can log in to it from any system that
is connected to yours through a network. There is absolutely no difference between running it
locally and running it remotely, and it is much easier to use over the network than other graphical
configuration programs.

Webmin has what is known as amodular design. This meansthat each of its functionsis con-
tained in a module that can generally be installed or removed independently from the rest of the
program. Each module is responsible for managing some service or server, such as UNIX users,
the Apache Web server, or software packages.

If you have been manually configuring your system up till now, any existing settings will be
recognized by Webmin. It always reads the standard configuration files on your system and
updates them directly, instead of using its own separate database. This means that you can freely
mix Webmin, manual configuration, and other programs or scripts that work in the same way.

Even though this book iswritten for Linux users, Webmin can be used on many other flavors
of UNIX aswell, such as Solaris, FreeBSD, and HP/UX. One of its biggest strengths is its under-
standing of the differences between all these operating systems and the way it adjustsits user inter-
face and behavior to fit your OS. This means that it can often hide the underlying differences
between each UNIX variant and present a similar or identical interface no matter which one you
areusing.

Webmin on its own is not particularly useful though—it is only a configuration tool, so you
must have programs installed for it to configure. For example, the Apache module requires that the
actua Apache Web server be ingtalled. Fortunately, all of the services and servers that Webmin
manages are either included with most Linux distributions as standard, or can be freely down-
loaded and installed.

1.2 Who Should Use Webmin?

Webmin was written for use by people who have some Linux experience but are not familiar
with the intricacies of system administration. Even though it makes the process of creating
UNIX users or managing the Squid proxy server easy, you must first have some idea of what a
UNIX account is and what Squid does. The average Webmin user is probably someone running
it on their Linux system at home or on a company network.

The program assumesthat you are familiar with basic TCP/IP networking concepts, such as|P
addresses, DNS servers, and hostnames. It also assumes that the user understands the layout of the
UNIX filesystem, what users and groups are, and where user files are located. If you use Webmin
to manage a server like Apache or Sendmail, you should first have an idea of what they can do and
what kind of configuration you want completed.

Webmin itself runs with full UNIX r oot privileges, which means thet it can edit any file and
run any command on your system. This means that it is quite possible to delete al of the files on
your system or make it un-bootable if you make a mistake when using the program, especialy if
you are configuring something that you don't understand. Even though Webmin will usually warn
you before performing some potentially dangerous action, thereis still plenty of scope for causing
damage.
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Even though it can be used on a system with no connection to the Internet, Webmin does ben-
efit if your Linux system ison anetwork. It can download new software packages, Perl modules, or
even new versions of Webmin for you, if connected. A permanent high-speed connection is best,
but even a dial-up connection is good enough for most purposes.

Because Webmin runs with r oot privileges, you must be able to log in to your system as
root toinstall and start it. Thismeansthat it cannot be used on a system on which you have only a
normal UNIX account, such as a virtual web server that is shared with other people. You might,
however, be able to get your system administrator to install and configure it for you.

If you are aready an experienced UNIX system administrator, Webmin may not fedl like the
tool for you because using it is generally slower than directly editing configuration files and run-
ning commands. However, even the experts can benefit from its automatic syntax checking and the
actionsthat it can perform automatically.

Itisaso possibleto give different people different levels of accessto Webmin, so that an expe-
rienced administrator can use it to safely delegate responsibility to less-skilled subordinates. For
example, you might want someone to be only able to manage the BIND DNS server and nothing
else, while giving yoursalf full access to the system and all of Webmin's functions.

1.3 How and Why Was it Developed?

Webmin, the program, was designed and created by me, Jamie Cameron—the author of this
book. | started it back in 1997 and released the first version (0.1) in October of that year. Since
that time, its user interface, features, and appearance have changed dramatically, and almost all
of the code has been re-written. The basic concept of a web-based administration tool, however,
has been the same since that very first release.

| started writing it when | was the administrator for a system running a DNS server and was
spending alot of time updating the server's configuration files to add new host records requested by
users. Giving them the r oot password was not an option—they did not have the experience to
properly edit the zone files and re-start the server. The solution was a simple web interface that
would display existing DNS records and allow them to be edited, created, and deleted. Users could
then safely be given access to this interface to make the changes that they needed.

DNS management was just the start though. Once | saw the possibilities for simplifying the
configuration of a UNIX system though aweb interface, | started adding other features to the pro-
gram and putting them into modules. Next came modules for UNIX users, Samba, mounting file-
systems, NFS, and Cron jobs. | thought up the name Webmin, made it available for anyone to
download, and announced it on a few mailing lists. The initial feedback was good, so | kept on
writing.

Over the years, the program has gone through three different user interfaces, grown to 83
modules, added support for non-English languages, provided advanced access control, included
lots more operating systems, and offered many other features. The Linux distribution companies
Calderaand MSC.Linux have supported the project financially, and many users have made contri-
butions of code patches, modules, trandations, and suggestions. In addition to the standard mod-
ules, over 100 have been written by other people and are available to be added to Webmin on your
system once you have installed the program.
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1.4 What is this Book About?

This book explains how to install Webmin, how to use almost al of its modules, and how to
write your own. The book focuses on the standard modules that come with the Webmin package,
not those written by other people. Not all of the 83 standard modules are covered, however, as
some are not very useful to the average administrator.

Although this book is written primarily for Linux users, the program behaves amost identi-
cally on other operating systems. Each chapter also lists any differences between Linux and other
UNIX variantsin their “Other Operating Systems” sections. This meansthat it is still very useful if
you are running Webmin on FreeBSD, Solaris, MacOS X, or some other variety of UNIX.

Each chapter in the book covers the use of Webmin for managing a particular service or
server, such as NFS exports, Sendmail, or the ProFTPD FTP server. Most chapters only discuss a
single module, but some cover two or three that have similar or related purposes. Each chapter is
pretty much self-contained, so there is no need to read through the entire book in sequence if you
just want to find out how to configure one server. Chapters 2, 3, and possibly Chapter 52, however,
should be read first as they explain how to install Webmin, how to secure it, and how to limit what
other users can do with amodule, respectively.

Each chapter is broken up into sections, and most sections explain how to perform a specific
task. A section will generally contain an introduction to the task explaining why you might want to
doit, followed by alist of stepsto follow in the Webmin user interface to carry it out. At the begin-
ning of each chapter are sections that introduce the server being configured and the concepts
behind it, and list the underlying configuration files that get modified when you use the module
covered in that chapter.

Chapters 55 to 60 cover the development of your own Webmin modules and themes, and
therefore have a different style. The average user does not need to read them, but if you have an
idea for amodule that is not currently available, they provide al the information that you need to
implement it.

1.5 Who Should Read this Book?

This book should be read by anyone wanting to use Webmin to manage their Linux or UNIX
systems. It was written for readers with a basic knowledge of UNIX commands and concepts—
people who have installed Linux and have used it for awhile.

Each chapter starts with an introduction to the service being configured so that readers have
some idea of what the DNS protocol is for or how a firewall works. Even so, a complete novice
should not try to set up a server until he understands how it works and what he wants it to do. The
best way to learn is to use the service on some other system as a user. For example, if you have
used a proxy server before on some other network, then you will have the background knowledge
needed to use this book to set up the Squid proxy on your own system.

The development chapters, on the other hand, are written for someone who aready under-
stands how to write Perl scripts and CGI programs on a UNIX system. This means that they are
more complex than the rest of the book, and assume some knowledge of programming and manual
system administration. They can be skipped, however, if you just want to learn how to use Webmin
rather than how to extend it.
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1.6 Conventions Used in this Book
The following special text styles are used in this book:

Bold Used for text that appears in Webmin itself, such as error messages, icon
names, buttons, and field labels.

Fi xed width Thisstyleisused for the names of shell commands, UNIX users,
directories and files. Also used for text in configuration files, program code and API
functions.

Italics Used to indicate example input entered by the user into Webmin, example
commands, or directories. Also used in Chapter 60 “The Webmin API” for the
names of parameters to functions.

1.7 Acknowledgments

This book could not have been written without the support of Jill Harry and the others at Pren-
tice Hall, Robert Kern for suggesting the idea, my wife Foong Ching for her constant support,
and all the members of the Webmin mailing list for their ideas and suggestions over the years.



CHAPTER 2

| nstalling Webmin

his chapter explains how to download the appropriate Webmin pack-
I age for your operating system, how to install it, and what you will see
after logging in for thefirst time.

2.1 Downloading Webmin for Your System

The latest version of Webmin can always be downloaded from www.webmin.conv. At the time of
writing, the latest release was Version 1.100, but new versions come out frequently. All of the
instructions below, however, will use Version 1.100 for the filenames. If you download a later
release, the version number in all the filenames and paths will have changed.

Some Linux distributions, such as Mandrake and Caldera, include Webmin as a standard fea-
ture, so it may already be installed on your system. The version that they include, however, may
not be the latest official version that is available for download. If you are happy with the release
that you already have, however, you can skip this chapter.

Other Linux distributions, like Debian and Gentoo, include Webmin as a package that can be
downloaded and installed automatically. On Debian, the command apt - get i nstall webmnin
will install the latest version available in the Debian APT repository. This can sometimes be afew
versions behind the newest officia release, however, so you may want to download from
www.webmin.conv instead. On Gentoo Linux, the command ener ge webmi n will install the latest
version from the Gentoo Portage repository, which should be the same as the newest official
release.

If you are upgrading from an older Webmin version, the processis exactly the same asinstall-
ing for the first time. Any changes that you have made to the configuration of Webmin itself, or to
other serverslike Apache or Sendmail, will be left unharmed by the upgrade.

While Webmin supports a wide variety of UNIX variants, it does not cover al of them.
Because it deals with system configuration files that differ in location and format between different
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kinds of UNIX operating systems, it has been written to behave differently depending on the type
of operating system that it is running on. To see a complete list of supported operating systems,
visit the web page www.webmin.convsupport.html. If your operating system is not on the list, you
cannot use Webmin.

Before downloading Webmin for installation on your system, you have to choose a package
format in which to download it. The available formats are;

RPM If you are running Red Hat, SUSE, Mandrake, Caldera, MSC, or any other
Linux distribution which supports the RPM packaging format, then the RPM
package is your best choice.

tar.gz Thetar.gz packaged version of Webmin will work on any operating system,
but is slightly harder to install than the RPM and Solaris packages.

Solaris package If you are running Solaris on Sparc or x86, then this is the
package format for you.

For instructions on installing your chosen package type, see Section 2.2 “Installing the RPM
Package” below.

2.2 Installing the RPM Package

In the top-right corner of every Webmin website pageisalink for the RPM package. A link can
also be found on the page www.webmin.com/download.html. Once you have downloaded it, you
should have a file on your Linux system named something like webnin-1.1. 100-
1. noar ch. r pm Toinstall, run the following command asr oot :

rpm —U webmi n-1. 1. 100- 1. noar ch. rpm

The RPM install can only fail if you do not have Perl installed, or if Webmin cannot identify
your operating system. If that occurs and your Linux distribution is on the list of supported operat-
ing systems, you should install the t ar . gz version instead. Because al Linux distributions are
dlightly different, the Webmin install process has to positively identify the exact distribution and
version that you are running, such as Red Hat 7.3. This can fail if one of the files that contain the
distribution name (such as/ et ¢/ i ssue) has been modified.

Assuming the RPM install successfully completes, you will be able to login to Webminimme-
diately. Open a web browser, and go to the URL http://localhost: 10000/ if you are running the
browser on the same Linux system on which Webmin was installed, or http://your-systems-host-
name: 10000/ if the browser is being run on another PC. Either way, a web form will appear
prompting for a username and password, as shown in Figure 2.1.

You should be ableto login asr oot , using the same password asther oot UNIX user on your
Linux system. If the password is changed using the command-line passwd command or the Users
and Groups module, your Webmin password will change too.

If the OpenSSL library and the Net::SSLeay Perl module have aready been ingtaled on your
system, Webmin will automatically start in SSL mode. This means that you should use a URL sart-
ing with https.// ingtead of http:// to connect to it. Attempting to connect with the non-SSL URL wiill
only bring up apage with alink to the https.// URL on it, which you should follow to log in.
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Figure 2.1 The Webmin login page.

2.3 Installing the tar.gz Package

In the top-right corner of every Webmin website page thereisalink for thet ar . gz package. A
link can aso be found on the page www.webmin.com/download.html. Once you have down-
loaded it, you should have a file on your system named something like webmi n-
1.1.100.tar.gz. Toinstal the package, follow these steps:

1. Login to your system asr oot .

2. Choose a directory under which you want Webmin installed. This is usualy / usr/
| ocal , but can be/ opt or any other location that you prefer. The instructions below will
use/usr/ | ocal for simplicity.

3. Copy thewebni n- 1. 1. 100. t ar. gz filetothe/ usr/ 1 ocal directory.

4. Run the following commands to uncompress and extract thet ar . gz file and run the fol-
lowing setup script:

cd /usr/local

gunzip webm n-1.1.100.tar.gz
tar xf webm n-1.1.100.tar

cd webmi n-1.1.100

./ setup. sh

5. After running the set up. sh script, you will be asked a series of questions that control
the installation process. The questions and their meanings are:
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Config file directory [/etc/webnin] Thisis the directory in which
Webmin will store all of its own configuration files. It is best just to hit Enter to
accept the default of / et ¢/ webmi n. If this directory already exists from an older
version of Webmin that you are upgrading from, thisis the only question that will
be asked.

Log file directory [/var/webnmin] This is the directory in which
Webmin's log and process ID files will be stored. Just hit Enter to accept the
default of / var / webni n for this one as well.

Ful'l path to perl Thisisthelocation of the Perl executable onyour system. If
itisat/ usr/bin/perl or/usr/local/bin/perl,thenyou canjusttypeenter to
accept the default. Otherwise, you must enter the full path to the Perl interpreter.

Qperating system This question will only be asked if Webmin cannot
automatically identify your operating system. You must enter the number next to
one of the operating system names that appears in the list before the question.

Versi on Like the question above, this will only be asked if Webmin cannot
identify your operating system. Again, you must enter the number next to one of
the version numbers displayed.

Web server port (default 10000) This isthe HTTP port on which
Webmin listens. It is best to stick with the default, unless you are running some
other network server on port 10000.

Logi n nane (default adnin) Thisisasking for the username that you will
use for logging into Webmin. adni n is the traditional username, but anything can
be used.

Logi n password This is the password that must be entered along with the
username. You must enter thistwice, to verify that you haven't accidentally made a
mistake.

Use SSL (y/n) Thisquestion will only be asked if you have already installed
the OpenSSL and Net::SSLeay libraries on your system, as explained in Chapter 3.
If you enter y, Webmin will use SSL right from the start. If you enter n now,
however, you can till turn it on later.

Start Webnmin at boot time (y/n) This question controls whether
Webmin will be starting when your system boots up, which means that you do not
have to re-start it yourself manually every time you reboot. If you want to have it
started at boot, just enter y. If not, enter n.

6. After al the questions have been answered, the install process will finish, and a message
showing the URL that you can use to log in will appear. You can now delete the old
webni n- 1. 1. 100. t ar fileif you no longer need it. Do not delete the/ usr/ | ocal /
webni n- 1. 1. 100 directory that was created when thet ar file was extracted, however.
This contains all the scripts that Webmin needs to run.

Now that the package has been installed, you can open aweb browser, and go to the URL http://
localhost: 10000/ if you are running the browser on the same Linux system on which Webmin
was installed, or http://your-systems-hostname: 10000/ if the browser is being run on another
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PC. Either way, a web form will appear prompting for a username and password as shown in
Figure2.1. Log in using the username and password that you chose before in response to the
Logi n name and Logi n passwor d questions.

If you answered yesto the SSL question, you should use a URL starting with https:// instead
of http:// to connect. If Webmin detects anon-SSL connection when it isin SSL mode, it will dis-
play apage with alink to the correct URL.

2.4 Installing the Solaris Package

The Solaris version of Webmin is only available for download from www.webmin.com/down-
load.html. Once you have downloaded it, you should have afile on your Solaris system named
something likewebmi n- 1. 1. 100- 1. pkg. gz. Toinstall, run the following commands asr oot :

gunzi p webm n-1. 1. 100. pkg. gz
pkgadd —d webmin-1. 1. 100. pkg. gz Wswebmni n

The Solaris package can only fail if you already have Webmin installed, or if you do not have
the Perl executable at /usr/local/bin/perl. If you have Perl installed somewhere else on your sys-
tem, you should create a symbolic link from /usr/local/bin/per| to the real location.

Assuming the Solaris package install completes successfully, you will be able to log in to
Webmin immediately. Open a web browser, and go to the URL http://localhost: 10000/ if you are
running the browser on the same Linux system on which Webmin was installed, or http://your-sys-
tems-hostname: 10000/ if the browser is being run on another PC. Either way, a web form will
appear prompting for a username and password, as shown in Figure 2.1.

You should be ableto login asr oot , using the same password asther oot UNIX user on your
Solaris system. If you change the UNIX r oot password down the road, however, the Webmin
root user will not change. This is because the package install just copies the current password
from the/ et ¢/ shadowfile.

2.5 The Webmin User Interface

Assuming the installation process and login were successful, your browser should show the Web-
min main menu with the Webmin category selected, as shown in Figure 2.2. You can switch to
other categories by clicking on the icons along the top of the page, such as System, Servers, or
Others. Every module is a member of one category, and a table of icons for each module in the
selected category will appear in the body of the page. To enter amodule, just click on itsicon.

To log out of Webmin, just click on the Logout link that appears in the top-right corner of
every page. To send feedback to the author (that's me), click on the Feedback link that is next to
the L ogout button. To visit www.webmin.con, click on the Webmin logo in the top-left corner of
any page.

If you are using a different theme, the user interface will appear different to the screen, as
shown in Figure 2.2. Some versions of Webmin that come with Linux distributions use a different
theme by default, such as Mandrake and Caldera. The main menu, however, will still show catego-
ries and modules, maybe using different sized iconsin a different on-screen layout. All the screen
shotsin this book were captured using the default theme, so you may want to switch to it now (see
Chapter 52 for instructions on how to change the current theme).
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Figure 2.2 Modules in the Webmin category.

All Webmin modules have a common layout and user interface, in order to make navigation
easier. When you click on a module icon from the main menu, the main page of the module will
appear. For example, Figure 2.3 shows the main page of the Disk Quotas module.

At the top are the category icons that appear on every Webmin page, so that you can easily
switch to another module. Below are links for Help, M odule Config, and Search Docs. Not every
module will display al of these links, but where they appear they have common purposes:

Help Thislink opens a pop-up window containing an overview of the module and
the options available on the main page.

Module Config Thislink displays a form containing configurable options for the
current module. See Figure 2.4 for an example of the options available in the Disk
Quotas module. Each module has its own set of options, but al use a similar
interface for editing them. In most cases, you will not need to change any of these
configuration options for normal use of amodule.

Search Docs This link displays a list of UNIX nman pages, package
documentation, HOWTO files, and websites related to the server or program that the
module is configuring. This can be useful for finding out additional information
about the underlying configuration files and commands that Webmin is using.

Other pages below the first page in each module also have a common layout. Figure 2.5 shows a
sample page from the Disk Quotas module. Below the list of category iconsis a link labeled
M odule Index, which will always return you to the module’s main page. This can be found on
almost every page of every module. Next to it is another Help link that pops up a window dis-
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Figure 2.3 The Disk Quotas module main page.

Figure 2.4 The configuration page for the Disk Quotas module.
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Figure 2.5 An example page from the Disk Quotas module.

playing information on the current page. Not all pages have online help, so this link will not
always appear. Finally, at the bottom of the pageisalink, whose label startswith Return to, that
will take you back one level in the modul€’s hierarchy of pages.

2.6 Uninstalling Webmin

If, for some unimaginable reason, you want to remove Webmin from your system, you can just
loginasroot and run the command:

/ etc/webm n/uninstall.sh

This command will ask if you are sure you want to uninstall, and if you do it will delete the
Webmin scripts and configuration directories. This means that any configuration you have done to
Webmin itsalf, such as changing IP access control, switching themes, or creating new Webmin
users will be lost. There will, however, be no harm done to the configuration of other servers such
as Apache or Sendmail, even if they were done using Webmin.

2.7 Summary

After reading this chapter, you should understand how to install Webmin for the first time on a
server, or upgrade an existing installation to the latest release. You should aso know the differ-
ences between the three package formats, and which one is suitable for your operating system.
Because this entire book is about Webmin, it should definitely be installed before reading on!



CHAPTER 3

Securing Your
Webmin Server

his chapter covers the necessary steps for adding additional security to
Webmin on your system once it has been installed. It explains both IP
address restrictions and the use of SSL.

3.1 Network Security

Unless you are running Webmin on a system that is never connected to any other network, itisa
wise ideato restrict which client network addresses are allowed to log in. Because Webmin is so
powerful, anyone who manages to log in will have total control over your system—as though
they had r oot shell access. Even though a username and password is always required to log in,
it isaways good to have an additional layer of security in case an attacker guesses (or somehow
discovers) your password. IP access control also protects you from any bugs in Webmin that
may show up in future that will alow an attacker to log in without a password—some older
releases have had just this problem.

To restrict the | P addresses and networks from which Webmin will accept connections, follow
these steps:

1. In the Webmin category, click on the icon for the Webmin Configuration module.

2. Click on theicon for | P Access Control. The form shown in Figure 3.1 will appear for
restricting client |P addresses.

3. Select the option Only allow from listed addresses, and enter the | P addresses or host-
names of client systemsin the text box from which you will allow access. If you want to
allow access from an entire IP network, enter the address of the network with 0 for the
final octet. For example, if you wanted to allow al clients with IP addresses from
192.168.1.0 up to 192.168.0.255, you would enter 192.168.1.0.

14
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Networks can also be entered in the standard network/netmask format, like
192.168.1.0/255.255.255.0. You can also grant access from an entire domain by
entering a wildcard hostname like *.foo.com, assuming that reverse |P address
resolution has been set up for that domain.

4. When done, click the Save button to apply your changes. Webmin will warn you if the
restrictions will prevent the client system on which you are currently running your
browser from logging in so you do not accidentally lock yourself out!

Figure 3.1 The IP access control form.

3.2 SSL Encryption

If you are accessing your Webmin server over an untrusted network such as the Internet, you
should be aware that, by default, an attacker can capture your login and password by listening in
on network traffic. This is particularly easy if you are using a non-switched Ethernet network
shared by people that you do not fully trust, such as those in offices or universities.

Fortunately there is a solution that is relatively easy to set up—switching Webmin to use SSL
so that al network traffic between your web browser and the server is encrypted. The RPM pack-
age of Webmin will run in SSL mode by default if the OpenSSL library and Net::SSLeay Perl
module are installed. Most systems, however, do not meet these requirements so you will need to
follow the steps below to enable SSL:

1. Install the OpenSSL library, if you do not aready have it. Most recent Linux distribu-
tionswill include it as standard, but you may have to install it from your distribution CD.
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11.

12.
13.

14.

15.
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If there are separate packages for openss! and openssl - devel , make sure both are
installed. If your operating system does not come with OpenSSL, you can download it
from www.openssl.org/ instead.

. Install the Net::SSLeay Perl module, if it is not aready installed. If your system is con-

nected to the Internet, the easiest way to do thisis to enter the Perl M odules module of
Webmin (under the Other s category), enter Net::SSL eay into the From CPAN field and
click the Install button.

After the Perl module has finished downloading, click on Continue with install to have
Webmin automatically compile and install it.

. Once both are installed, go to the Webmin Configuration module and click on SSL

Encryption. The form shown in Figure 3.2 will appear.

. On the top part of the page, change the Enable SSL if available? option to Yes, and

click Save. If al goeswell, Webmin will be switched to SSL. mode and your browser will
connect to it securely.

. If thisis the first time you have connected to Webmin in SSL mode, your browser will

display awarning about the certificate being invalid. For now, you can ignore this warn-
ing and choose to accept the certificate. For more details, see Section 3.3 “Requesting a
Valid SSL Certificate”.

. From now on, when logging into Webmin you must use a URL starting with https://

instead of just http://. Oncein SSL mode, it will no longer accept insecure connections.

. Go back to the SSL Encryption page and scroll down to the second form. If a warning

starting with Because you are currently using the default Webmin SSL key... isdis-
played, you definitely should continue following these steps to create your own private
SSL certificate and key. If, however, it does not appear, then a private key was created at
installation time and there is no need to go on reading.

. If your system is always accessed using the same hostname in the URL, enter it into the

Server name in URL field, such as www.example.com. This will cause the generated
certificate to be associated only with that hostname. Otherwise select Any hosthame to
allow the certificate to be used with any URL hosthame. This is more convenient, but
dightly less secure.

. Inthe Email address field, enter your email address—such as joe@example.com.
10.

If appropriate, fill in the Department field with the name of the department or group
within the organization to which this system belongs, such as Network Engineering. This
can be left blank if inappropriate, such as on a home system.

In the Organization field, enter the name of the company or organization that owns this
system, such as Foo Corporation. Again, this can be left blank if it makes no sense.

In the State field, enter the name of the state that your system isin, such as California.
In the Country code field, enter the two-letter code for the country in which the system
resides, such asUS

Leave the Write key to file field unchanged, and the Use new key immediately field set
to Yes.

Hit the Create Now button to generate a new key and certificate, writethemto/ et ¢/
webni n/ i ni serv. pemand immediately activate them. Your browser will probably
prompt you again to accept the new certificate.
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Figure 3.2 The SSL activation form.

Older versions of Webmin just used a fixed SSL key that was included as part of the package.
This, however, was completely useless for securing network traffic because anyone with a copy
of that key can decrypt the data that is supposedly protected with SSL! For this reason, recent
Webmin versions create a new private key at installation timeif possible, and warn you if the old
fixed SSL key is being used.

3.3 Requesting a Valid SSL Certificate

If youwant to use avalid SSL certificate and do not have one for your hostname, it is possible to
generate one using the openssl command and a certificate authority. A valid certificate is one
that isrecognized by all browsers because it was signed by a recognized authority. Those created
by Webmin itself, by following the stepsin Section 3.2 “SSL Encryption”, do not meet this crite-
riaand will trigger awarning in all browsers when they connect to the Webmin server.

Unfortunately, certificate authorities charge money for signing and verifying that the owner of
the server in the hosthame actually matches the company details in the certificate. For this reason,
most people do not bother to use a signed certificate with Webmin, asthere isno real advantage in
security once you have accepted an unsigned certificate into your browser for the first time.

If you do want to obtain areal valid certificate, however, the steps to follow are:

1. At the shell prompt, run the openssl genrsa -out key. pem 1024 command. This
will createthe key. pemfile, which isyour private key.



18

N

6.

Chapter 3 « Securing Your Webmin Server

. Run the openssl req -new -key key.pem -out req.pemcommand. When it

asks for the common name, be sure to enter the full hostname of your server as used in
the URL, like www.yourserver.com. This will create the r eq. pemfile, which is the cer-
tificate signing request (CSR).

. Send the CSR to your certificate authority by whatever method they use. They should

send you back a file that starts with —-BEG N CERTI FI CATE—which can be put in the
cert. pemfile

. In Webmin, enter the Webmin Configuration module and click on SSL Encryption.
. Inthe SSL Encryption form (shown in Figure 3.2), enter the path to your key. pem file

into the Private key file field, and the path to your cer t . pemfile into the Certificate
filefield.
Click the Save button to switch to the new certificate.

From now on, your browser should no longer display a warning when connecting to Webmin in
SSL mode.

3.4 Summary

Securing your Webmin server to prevent unauthorized accessis critical, asthere are many poten-
tial attackers on the Internet who would love to use it to take over your system. This chapter has
covered the two different types of security configuration (1P access control and SSL) that should
be performed where possible. Because some versions of Webmin have had remotely exploitable
security holes, it is also advisable to always upgrade to the latest version as soon as it becomes
available to ensure your system's security.



CHAPTER 4

Users and Groups

T his chapter is devoted to the Users and Groups module, which allows
you to create and manage UNIX user accounts and UNIX groups.

4.1 Introduction to UNIX Users and Groups

On Linux and other UNIX operating systems, a user is a person who can login to the system via
SSH, telnet, FTP or at the console. Users can also receive email and own files on the server's
local filesystems. Each user has a login name, a password, and a home directory in which all its
files are stored. Users also have several additional attributes, such as a real name, shell (the pro-
gram that is run when the user logs in), and expiry date.

Each user is a member of at least one group, called a primary group. In addition, a user can be
a member of an unlimited number of secondary groups. Group membership can be used to control
the files that a user can read and edit. For example, if two users are working on the same project
you might put them in the same group so they can both edit a particular file that other users cannot
access.

Every system will have several standard user accounts like root and nobody that are created
when the system is installed-although most of these (except for root) cannot be used to login. If
your server will be used by more than one person, you will need to create an additional user
account for each person to keep their files and email separate. Even if you are the only person who
uses your machine, it is a good idea to create a user account for yourself that you use to login with
instead of using the root account.

Depending on your operating system, user and group information will be stored in different
files in the /etc directory. On modern versions of Linux, /etc/passwd and /etc/shadow are
used to store user details, and /etc/group for group details. The Users and Groups module works
by directly editing those files, not by calling any external programs or functions. This means that if
you are using NIS or storing users in an LDAP server, this module is not for you.
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4.2 The Users and Groups Module

The Webmin module Users and Groups that is found under the System category (as shown in
Figure 4.1) can be used to create, edit, and delete all the UNIX users and groups on your system.
You should aways be careful when using this module to edit existing system users like r oot
and daenon because changing or deleting them could stop your system from working. Some
users have their home directory setto/ (the root directory). Deleting such a user would cause all
the files on your system to be deleted!

In addition to managing the UNIX users on your system, this module can also affect user set-
tings in other modules. For example, Samba has its own list of users and passwords that should be
kept in sync with the UNIX password list. Webmin can handle this for you automatically using the
other modules option that appears on the user creation, editing, and deletion forms. You must,
however, enable thisin every other module that you want automatically updated. The module also
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Figure 4.1 The Users and Groups module icon.

has options for synchronizing UNIX groups in a similar way, such as with Samba groups. How-
ever, since this feature only works with Samba 3.0, which is still under development, it is not cov-
ered in this chapter.

Once you enter the module, the main page lists all the usersthat currently exist on your system
in one table (Figure 4.2), and al the groups in another (Figure 4.3). If there are too many users or
groups to sensibly display in atable, then asmall form allowing you to search for a user or group
will be displayed instead.
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Figure 4.2 List of existing users.

4.3 Creating a New User

To create anew UNIX user, complete the following steps:

1

2.

w

[S2 0

o

Click on the Create a new user link above or below the table of existing users. A form
for entering the details of the new user will appear, as shown in Figure 4.4.
At this point you have to decide on a username for the new user, which should be some-
thing simple without spaces in it—like jcameron or jamie—and not used by any other
user. If your server is receiving email, the username determines the part of the user’'s
email address to the left of the @ Enter your choice in the Username field.

. The User 1D field should generally be left unchanged, as it is worked out for you by

Webmin. If you set it to the same user ID as another user, they will be able to access each
other’sfiles. Thisis generally not agood idea.

. In the Real namefield, you should enter the user’s full name, such as Jamie Cameron.
. Every user has a home directory, in which the user stores his personal documents and

preference files. In the Home directory field, you should enter a directory that does not
exist yet, such as/home/jcameron. When the user is created, this directory will be created
and its ownership granted to the new user.

If Webmin on your system offers an Automatic option for the home directory, it is
generally best to stick with that.

. The user's shell is a program that is run when he makes a text mode login of some kind

(via SSH, for example), or opens a shell prompt after logging in graphically at the con-
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Figure 4.3 List of existing groups.

sole. The shell is responsible for running the commands that you type (such as| s and
cat ), running scripts on login and logout, and providing an interface for command edit-
ing. Shellslike bash andt csh are easier for users to use, because they allow the up and
down arrows to be used to scroll through previous commands, and the tab key to auto-
complete commands and filenames.

In some cases, you might not want a user to be able to make a shell login at al, asin
when the user is only meant to be able to read and send email. In that case, his shell
should be set to /bin/fal se, which is a program that does nothing and exits
immediately.

You should select whatever shell you want the user to have from thelist in the Shell field.
If your choiceis not on the list, select the Other option and enter the path to the shell in
the field below.

. For the Password field, you have four choices:

No password required The user can login without needing to enter any password.
No login allowed The user can never login.
Normal password You get to enter the user’s password.

Pre-encrypted password You must enter a password that is aready encrypted, such as
one taken from the/ et ¢/ shadowfile on another system.

Generdly you will want to use the Normal password option. Note that on many
operating systems, only the first eight characters of the password are actually used.
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8.

10.

11.

12.

13.

14.

15.

16.

17.

On most systems, a set of inputs under the heading Password options will be available.
The first of these is the Expiry date—if you want the user to be unable to login after a
particular date, fill in thisfield.

. The Minimum daysfield is the number of days after the user is created or the password

islast changed that the user must wait before changing it again. Leave it blank to allow
changing as soon as the user wants.

The Maximum daysfield is the number of days after the user is created or the password
is last changed that the password will expire and need to be changed. A user with this
option set will be forced to change his password periodically, which is good for system
security. Leave it blank to prevent the password from ever expiring.

The Warning days field is the number of days before the password expiry date that the
user will be warned at login that his password is about to expire. If left blank, the user
will not know that his account has expired until he triesto log in and is forced to choose
anew password.

The Inactive days field is the number of days after the password expires that the entire
account will be disabled if the user has not chosen a new password. If left empty, the
account will never expire.

For the Primary group, either select an existing group or enter the name of a new one
that Webmin will create for you.

If you want the user to be a member of more than one group, select some of the groups
from the Secondary group list.

If you want the user’s home directory to be created, select the Create home directory?
option. If the directory does not already exist, you should select thisas well as Copy files
to home directory? so that the user gets a basic set of preference files like . profil e
and Deskt op.

To create the user in other modules that you have configured for such action, select Cre-
ate user in other modules? It is possible to set up the Samba module to automatically
create auser initsuser list, and the MySQL module to create a new database user, among
others.

To create the user, click the Create button. After ashort delay, you will be returned to the
list of existing users, which should include your newly created user.

Once the Create button has been clicked, the new user will be able to login via SSH, telnet, or
whatever other services you have set up

4.4 Editing an Existing User

You can change any of the details of any user that already exists on your system by following
these steps:

1.

2.

3.

Click on the user you want to edit from the existing list. A form containing all the details
of the user will appear, as shown in Figure 4.5.

Change any of the details that you want to modify, including the username. The fields
have the same meanings as described inSection 4.3 “ Creating a New User”.

If you have modified the User ID or changed the Primary group, files owned by the
user may need to be updated to use the new I1Ds. The options at the bottom of the page
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Figure 4.4 The user creation form.

labeled Change user ID on files? and Change group 1D on files? control which direc-
tories will be searched for files with the old I1Ds.

4. If you have changed the user’s home directory, you can have Webmin rename it to the
new path. However, if the new home directory aready exists, this may not always be
what you want. The M ove home directory if changed? option determinesif it is moved
or not.

5. To have the user updated in other modules where this has been set up, select M odify
user in other modules? If you are changing the username, this will also rename the
user’'s Sendmail mail file and Cron jobs.

6. Click the Save button to have Webmin update the user. Once it is complete, you will be
returned to the lists of users and groups.

4.5 Deleting a User

You should always be careful when deleting a user, as important files in the user’s home direc-
tory may belost. It isgenerally never agood ideato delete any of the users that are created when
your system is first installed—especially r oot ! Even normal users that you have created can be
disabled by editing the user and setting the password option to No login allowed.

If you still want to go ahead and del ete a user, follow these steps:

1. Click on the user you want to edit from the existing list. A form containing all the details
of the user will appear, as shown in Figure 4.5.
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Figure 4.5 The user editing form.

2. Click the Delete button at the bottom of the page. Thiswill bring up aform asking you to
confirm the deletion, with buttons to delete just the user or his home directory as well.
The amount of disk space used by the user's home directory will be shown.

3. Select the Delete user in other modules? option if you want the user to be deleted from
other modules in which deletion has been set up. Any Cron jobs belonging to the user
will be deleted, aswill his Sendmail mail file.

4. Click either the Delete User or Delete User and Home Directory button to delete the
user. A page showing the progress of the deletion will be displayed while it is taking
place.

4.6 Creating a New Group
A new UNIX group can be added by following these steps:

1. Click on the Create a new group link at the top or bottom of the existing list of groups.
A form for entering the details of the group will appear, as shown in Figure 4.6.

2. Choose a name for the new group, and enter it into the Group name field. The name
must not be used by any other group, and should be short and contain no spaces.

3. The Group ID field should be left alone, asit is automatically determined by Webmin. If
for some reason you change it, make sure that it is not the same as any existing group’s 1D.

4. The Password field can be ignored, as group passwords are never used.
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5. In the Members field, enter the names of any existing users that you want included in
this group. You can use the button to the left of the field to pop up a selection window of
all existing users.

6. Click the Create button to have Webmin create the new group. Once it is complete, you
will be returned to the lists of users and groups.

Once the new group has been created, you can edit usersto make it their primary group or one of
their secondary groups.
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Figure 4.6 The group creation form.

4.7 Editing an Existing Group

You do not often need to edit an existing group, as users can be added to or removed from it by
editing them directly. However, if you do want to edit a group, follow these steps:

1. Click on the name of the group that you want to edit from the list of existing groups. This
will bring up the group editing form, as shown in Figure 4.7.

2. Change any of the details such as the group ID or member list. It is not possible to
change the name of an existing group.

3. If you are changing the group ID, files owned by the group may need to be updated to
use the new ID. Use the Change group ID on files? option to control which directories
will be searched for files that need updating.

4. Click on the Save button to make the changes active. Once they are complete, you will be
returned to the lists of users and groups.
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Figure 4.7 The group editing form.

4.8 Deleting a Group

You can safely delete a group at any time, but Webmin will only let you do so if there are no
users who have selected it as their primary group. To delete, follow these steps:

1. Click on the name of the group you want to delete from the list of existing groups. This
will bring up the group editing form as shown in Figure 4.7.

2. Click the Delete button at the bottom of the page. A page asking if you really want to
delete the group will appear.

3. Click the Delete Group button to confirm the deletion. A page showing the progress of
the deletion will be displayed.

4.9 Viewing Recent and Current Logins

All UNIX systems keep track of recent logins made by users using SSH, telnet, or at the console.
Some also track FTP logins as well. You can display recent user logins that include the date,
time, and source address by following these steps:

1. Below the lists of users and groups, enter the username of the one you want to track into
the Display logins by field, and click the button. If you want to seeloginsby ALL users,
just leave the field blank.
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2. A page listing recent logins by the user or userswill be displayed. Thelist may not cover
all logins from the date your system was first installed, as many operating systems auto-
matically truncate the log file periodically in order to save disk space.

Itisalso possible to display alist of userswho are currently logged in by clicking the Logged In
User s button below the lists of users and groups. If auser islogged in graphically at the console,
he may be listed multiple times—once for each shell window he has open.

4.10 Reading Users’ Email

When editing a user, you can view mail in the user's mailbox by clicking on the Read Email
button at the bottom of the page. This will take you directly to the mailbox viewing page of
either the Sendmail, Qmail, or Postfix module, depending on what you have chosen for the Dis-
play user email from option in the module configuration. For more documentation on using the
mail interface, see Chapter 37.

4.11 Creating Users from Batch Files

Sometimes you may want to create alarge number of users at once without having to go through
the process of filling out the user creation form over and over again. You will often have the
details of these usersin atext file of some kind containing their usernames, passwords, and real
names. Fortunately, Webmin has a feature that automates this task for you.

If you click on the Create, modify and delete usersfrom batch file link above or below the
list of existing users, a form will appear that allows you to upload a file containing the details of
usersto create, as shown in Figure 4.8. Your file must contain one line of text for each user that you
want to create, and the format of each line must match the format shown on the batch file page.

The exact file format depends on what information your system stores about each user, but on
most systems each line must follow this format:

cr eat e: username: passwd: uid: gid: realname: homedir: shell: min: max: war n: inactive: expire
An examplelineto create a user with the user ID automatically assigned by Webmin would be:
creat e: j carmeron: nysecret::3001: Jam e Caneron:/hone/j cameron:/bin/bash:::::

Asyou can see, the line is made up of a series of fields, each separated by acolon (:) . When
creating auser, the first field must be the cr eat e field. The meanings of the other fields are shown
inTable4.1.

Once you have created a file containing the details of usersto create, select it using either the
Upload batch file or Local batch file fields, and click the Execute batch button. A page display-
ing each user created and any errors encountered will be displayed. The most common error is a
missing field in one of the lines—each must have exactly the right number of fields, and even if a
field is blank the colon separator next to it must still be included.
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Figure 4.8 The batch file execution form.

Table 4.1 Batch File Fields and Their Meanings

user name The user’slogin name. This cannot be left blank.

passwd The user's password. If thisfield isleft blank, then no password will be needed for
the user. If it contains just the letter x, then the user will be locked and no login
allowed.

uid User ID for the new user. This should be left blank, so Webmin can assign one
automatically.

gid ID of the user’s primary group. This cannot be a group name, and cannot be left

blank. If morethan one GID is entered, the user will be added as a secondary mem-
ber to all of those listed after the first one as well.

r eal nane The user’s real name. Not mandatory, but should not be left blank.

honedi r A directory that is created with ownership assigned to the user. You can leave this
blank if the module has been configured to assign home directories automatically.
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Table 4.1 Batch File Fields and Their Meanings (Continued)

shel | The user’slogin shell. Thisfield cannot be left blank.

mn The number of days after the user is created or the password islast changed that the
user must wait before changing it again. Can be left blank to allow changing as
soon as the user likes.

max The number of days after the user is created or the password islast changed that the
password expires and must be changed again. If left blank, the password will never
expire.

war n The number of days before the password expiry date that the user will be warned at

login that his password is about to expire. If left blank, the user will not know that
his password has expired until it happens.

i nactive The number of days after the password expires that the entire account will be dis-
abled, if the user has not chosen a new password.

If left empty, the account will never expire.

expire The date on which this account will expire. Unfortunately, you must enter thisas a
number of days since January 1, 1970!

4.12 Configuring the Users and Groups Module

Like other Webmin modules, Users and Groups has several options that can be configured by
clicking on the M odule Config link above the lists of users and groups, as shown in Figure 4.9.
The options that you can safely change and their meanings are shown in Table 4.2.

Table 4.2 Module Configuration Options

Command torun Whatever shell command you enter into thisfield will be run just before any
before making action is performed, such as adding, deleting, or modifying a user or group. It
changes can be useful for doing things like making a backup copy of the/ et ¢/ passwd
file before Webmin makes any changes.
The command can determine exactly what Webmin is about to do by checking
environment variables, as explained in the Section 4.13 “ Before and After Com-
mands’.

Command torun Like the above option, but this command is run after any action is performed.

after making It can be very useful if you want to have acommand run after auser is created
changes in order to setup additional filesfor that user.

Permissionson The octal file permissions on newly created home directories, in the same for-
new home mat as used by the chmod command.

directories
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Table 4.2 Module Configuration Options (Continued)

Copy files
into new home
directoriesfrom

Directories or filesto copy into the home directory of newly created users,
assuming the Copy filesto homedirectory? option isturned on. If any of the
paths you enter isadirectory, all files and subdirectoriesin that directory will
be copied. Thisoptionisusually setto/ et c/ skel by default, whichisasys
tem directory containing fileslike. cshrc and. profil e.

Automatic home
directory base

The directory under which users’ home directories are usually created. If this
optionisset, an Automatic option will appear for the Homedirectory fieldin
the user creation form. If chosen, the home directory will be determined by
this option and the Automatic home directory style below.

Automatic home

This option controls the path to a new user’s home directory under the base.

directory style The most common default option of horre/ user name will makeit just a sub-
directory under the base, with the same name as the username. So if you were
creating auser called jcameron and the home directory base was set to/ honre,
then the resulting home directory would be/ hore/ j camer on.
Other options create subdirectories using the first one or two letters of the
username. They can be useful if you have a very large number of userson
your system, and want to avoid having thousands of entriesin / hone.

Lowest UID for When Webmin automatically chooses a user ID for anew user, it will never

new users pick onethat is lower than specified in this option. On most systems, normal
users have user 1Ds above 500, and system users have | Ds below that.

Lowest GID for Like the option above, but for group IDs.

new groups

Createnew group  If thisoptionis set to Yes when creating a new user, the default action isto

for new users?

create agroup of the same name and make it the user’s primary group.

Assign same D to

This option only worksif the previous oneis enabled. If set to Yeswhen anew

new user and group is created for anew user, Webmin will make sure that their UID and

group? GID arethe same. Thisdoesn't actually make any difference, but some admin-
istratorslikeit.

Don't use MD5 This option should only be changed to Yesif you run into an error when creat-

passwordsif ing anew user caused by amissing MD5 Perl module.

missing perl

M D5 module?

Check for send- If set to Yes when creating or renaming a user, Webmin will check if thereisa

mail alias clashes?

Sendmail alias of the same name. This can be useful to prevent the creation of
users who would be unable to receive mail due to an alias redirecting it all to
another address.

Only deletefiles
owned by user?

If set to Yeswhen deleting a user, filesin the user’s home directory that do not
belong to him will not be deleted.

31
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Table 4.2 Module Configuration Options (Continued)

Maximum user
and group name
length

The maximum allowed length for a user or group name. If thisis set by
default, it isnot agood ideato adjust it because your operating system will not
recognize longer usernames.

Default group for
new users

The default primary group on the new user creation form.

Default second-
ary groups for
new users

A space separated list of secondary groups that will be selected by default on
the new user creation form.

Default shell for
new users

The default shell on the new user creation form.

Default minimum
daysfor new users

The default number of days before which password changing is not allowed.

Default maxi-
mum daysfor new
users

The default number of days after which the password must be changed.

Default warning
daysfor new users

The default number of days before password expiry that the user is warned.

Default inactive
daysfor new users

The default number of days after password expiry that the user is disabled.

Maximum num-
ber of usersto

display

If the number of users or groups on the modul€’'s main page exceeds this num-
ber, the table of users or groups will be replaced by a search form. You may
want to adjust thisif the number of users on your systemisjust over the
default limit.

Sort usersand

This option controls the ordering of users and groups on the module’s main

groups by page.

Number of This option limits the number of recorded logins to display so the table does
previouslogins not become too large on systems that keep an unlimited login history.

to display

Display usersand
groups by

By default, users and groups are shown on the modul€’s main page in atable
with one row per user or group. However, if you change this option to Name
only then only the username of each appears, saving alot of screen space if
you have alarge number of users.

Changing to Primary group categorized also displays users by username
only, but categorized by their primary group.

Conceal plain-text
password?

If set to Yes when editing or creating a user, the Nor mal password field will
show only starsinstead of the actual password that you enter. Useful if you are
worried about people looking over your shoulder when creating users.
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Table 4.2 Module Configuration Options (Continued)

Get user and
group info from

Even though the modul e reads and edits system user, group, and password
files directly, there will in some cases be users and groups on your system that
come from another source, such as NIS. When displaying a user’s primary
group or the users who are members of a group, Webmin will use the get pw
family of system calls by default to get alist of users and groups, instead of
reading the user and group files directly.

Thisis normally the right thing to do, but in some cases it will not work prop-
erly or will be very slow. You should only change this option to Filesif you
are sure that you want the module to never use the get pw functions.

Generate
password for
new users?

If this option is set to Yes when creating a new user, Webmin will generate a
random password for you by default.

Show office and
phone details?

Normally, auser’'s Real name field only contains his name. However, it can
also contain additional information such as his office location, home phone,
and work phone. These extrafields are displayed by thef i nger command,
and are stored by the system in the real name field of the /etc/passwd file sep-
arated by commeas.

If you want to be able to edit this additional information separately, set this
option to Yes. It will not work well if usernames on your system contain com-
mas in them—Ilike Cameron, Jamie.

Display user email
from

This option controls which module is used when the Read Email button is
clicked on the user editing page. You should make sure it is set appropriately
depending on the mail system you are using because Sendmail and Qmail use
different locations and file formats for user mailboxes.

Minimum pass-
word length

If set, you will not be able to create or edit users whose plain-text passwords
are shorter than this length. This option and the three below also effect the
Change Passwords and Cluster Users and Groups modules. They can be use-
ful if you want to delegate user management to someone else, and don't trust
the quality of his passwords.

Prevent dictio-
nary word pass-
words?

If this option is set, passwords that exactly match any word from the dictio-
nary will not be allowed.

Per| regexp to
check password
against

If set, passwords must match this Perl regular expression. For example, you
could enter [0-9] for this option to force all passwordsto contain at least one
digit.

Prevent pass-
wor ds containing
username?

When this option is set to Yes, passwords that exactly match or contain the
user’s username will not be allowed.
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The other options under the System configuration heading control the files Webmin reads
and writes user and group information from and to. Because they are set automatically based on the
type of operating system you use, they should not be changed unless you know what you are doing.
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Figure 4.9 Configuration options for Users and Groups.

4.13 Before and After Commands

As Section 4.12 “Configuring the Users and Groups Module’ explains, you can specify shell
commands to be run before and after any action is taken in the module. Because these com-
mands are called for every addition, modification, or deletion of auser or group, they need some
way of telling exactly what action is being performed. They can do this using environment vari-
ables that are set before the command is run. The available environment variables are shown in
Table 4.3.

If you wanted to send out email when a user is created, for example, you could set the
Command to run after making changes option to:

[ “$USERADM N_ACTI ON' = “CREATE_USER’ ] && echo “Added user
$USERADM N_USER ( $USERADM N_REAL)” | mail -s “Added new user”
you@ our donmai n. com

414 Module Access Control

It ispossible to grant a Webmin user or group access to only a subset of featuresin the Users and
Groups module. This is most commonly used to allow a subadministrator the right to edit only
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Table 4.3 Environment Variables for Before and After Commands

USERADM N_ACTI ON

Indicates which action is being taken. Possible values are:
CREATE_USER

MODI FY_USER

DELETE_USER

CREATE_GROUP

MODI FY_GROUP

DELETE_GROUP

USERADM N_USER

The username of the user being created, modified, or deleted. Not
set when a group action is being performed.

USERADM N_UI D

The user ID of the user being created, modified, or deleted.

USERADM N_Gl D

The group ID of the user.

USERADM N_REAL

The real name of the user, including any office and phone infor-
mation.

USERADM N_SHELL

The shell of the user.

USERADM N_HOVE

The home directory of the user.

USERADM N_PASS

The plain text password of the user, if available.

USERADM N_SECONDARY

A comma-separated list of any secondary groups to which the
user belongs.

USERADM N_GROUP

The name of the group being added, modified, or deleted. Not set
when a user action is being performed.

selected users and groups on the system, and to change their attributesin only limited ways. Ina
virtual hosting environment, for example, you may want to give a Webmin user the ability to cre-
ate and edit up to 10 users with UIDs in a limited range, and home directories under a fixed
directory. These privileges give the user no way to gain root access and affect users that do not

belong to him.

Chapter 52 explains how to create additional Webmin users and edit their module access con-
trol in more detail. The following steps cover just the parts of the process that grant the kind of lim-
ited access that is specific to the Users and Groups module;

1. In the Webmin Users module, click on Users and Groups next to the name of the user
that you want to edit. This will take you to the access control form shown in Figure 52.3.
2. Change the Can edit module configuration? field to No.
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13.

14.
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The UNI X userswho can be edited field controls the users that can be changed by this
Webmin user. You would typically set it to Users with UIDs in range and enter maxi-
mum and minimum UIDsinto the fields next to it, such as 5000 and 5010.

. To allow the addition of new UNIX users, set the Can create new users? field to Yes.
. Set the Can view batch file form? option to No. Thiswill prevent the Webmin user from

creating and editing users from a batch script, which is not normally necessary. Allowing
it, however, does not grant the user any additional privileges and is not a security risk.

. For the Ul Dsfor new and modified user sfields, enter the same UIDs asin Step 4.
. Deselect the M ore than one user can have the same UID option, but |eave the Ul Ds of

existing users can be changed option selected. An untrusted subadministrator should
not normally be allowed to create multiple users with the same UID due to the problems
that this can cause.

When UID clashes are prevented, the Webmin user will not be able to create any more
UNIX usersthan fit in his allowed UID range.

. In the Allowed groups for new or modified users field, you would typically select the

Only groups option and enter the names of any groups of which new users can be pri-
mary or secondary members. Normally you would just enter a single group like users.
Leaving this field set to All groups is a very bad idea, because it would allow the cre-
ation of userswho are members of ther oot or bi n groups, and who can thus edit impor-
tant system files and executables. The Groupswith GIDs in range option can be useful
if this Webmin user is alowed to create multiple groups of his own within the same GID
range.

. To restrict the shells that a new user can be assigned, set the Allowed shells for new or

modifed usersto Listed and enter their paths into the text box below. This can be useful
to alow the creation of only mail-only users who always have the shell / bi n/ f al se.
Set the Home directories must be under field to a directory that will only be used for
accounts created by this Webmin user. Setting it to / hone is a bad idea, because this
would alow the subadministrator to rename or delete directories belonging to other users
that are under /home. Instead, enter something like / hone/ subadmin.

To force every user's home directory to be based on his username (such as / hone/
subadni n/ username), check the Home directory is always same as user name box.

To stop the Webmin user from desel ecting some of the options at the bottom of the user
creation, editing and deletion forms, deselect the matching Allowed on save options.
Any that are not chosen will effectively always be turned on.

Assuming you just want the Webmin user to create and edit UNIX users, set the UNIX
groups who can be edited field to No groups.

If you want to restrict the user from viewing recent logins, change the Can display log-
ins by field. Any user who can login with telnet or SSH can run the last command any-
way to display logins, so setting this option to No users does not usually make your
system any more secure.

Finally, click Save. You will be returned to the module’s main page and the new access
control restrictions will be immediately applied to the Webmin user.

Be careful when granting a Webmin user access to certain UNIX users, as a mistake may allow
him to edit the r oot user or create a new user who is equivalent to r oot . There are also many
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other users like bi n, uucp, and ht t pd that own important system files or are used for running
server and daemon processes. Someone who can edit or login as one of these users could gain
root privileges on your system or access files that heis not supposed to.

Often the access contral in the Disk Quotas and Scheduled Cron Jobs module is set up to
allow editing of the quotas and Cron jobs of the same UNIX users as those that can be edited and
created in this module. All modules support the UID range and primary group access control
options, which can be set in the same way.

It is also possible to use the Users and Groups access control form to alow a user to edit or
create selected UNIX groups, though thisis not generally as useful. Granting an untrusted user the
rights to edit al groups on the system is a bad idea, as he would make himself a member of the
root or bi n group and so be able to read or write critical files.

4.15 Other Operating Systems

Different operating systems store different information about users than Linux does. Thisis due
to the different files and file formats used for storing user information. Some, for example, do
not have an / et ¢/ shadow file, meaning that information about password change and expiry
times does not exist. The list below explains the major differences between other supported
operating systems and Linux:

FreeBSD, OpenBSD and NetBSD All these operating systems use the/ et c/
mast er . passwd file for storing user information, which combines / et ¢/ passwd
with some fields from / et ¢/ shadow. When editing or creating a user, you can enter
a Password change time which is the date and time after which the password must
be next changed, and an Account expiry time after which an account can no longer
be used. Each user can also have a Login class, which is used in conjunction with
the/ et c/ | ogi n. conf fileto determine memory, CPU, and other limits.

Sun Solaris and SCO UnixWare Both these operating systems use the same
files and formats as Linux, and so have all the same options.

HP/UX, SGI Irix, and Compaq Tru64/OSF1 Because none of these systems
use an / et ¢/ shadow file by default, none of the options related to password and
account expiration are available when editing or creating a user.

Apple MacOS X OSX does not store user and group information in files at all—
instead, it uses a network database called NetInfo, which Webmin manipulates using
the ni dunp and ni util commands. This database, however, stores the same
information asthe BSD mast er . passwd file, so when editing or creating a user the
same fields are available as for FreeBSD.

IBM AIX AIX uses the files / et ¢/ passwd and / et c/ security/ passwd for
storing user information. Therefore, when editing or creating users on Al X there are
some options that do not exist on other operating systems. The Expiry date field
can be used to set the date and time after which the account cannot be used. The
Minimum weeks and Maximum weeks fields are very similar to the Maximum
days and Minimum days fields on Linux, but deal with weeks instead of days. The
Warning days field has exactly the same meaning as on Linux, and deals with days
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not weeks. The unique Account flags field sets special options whose meanings are
explained on the form.

SCO OpenServer OpenServer uses/ et ¢/ passwd and/ et ¢/ shadowfiles, but
the shadowfile stores dlightly different information than on Linux. This means that
when editing a user, the Expiry date field is replaced with an option to control
whether the user is prompted for a password at their next login, and the Warning
days and I nactive days fields are not available.

Those few operating systems that are not listed above cannot use the Users and Groups module,
astheir file formats are not currently know to Webmin.

4.16 Summary

This chapter has explained how to create and manage users and groups on a UNIX system.
Because they are used to enforce file security, to protect processes from each other, and as mail-
boxes, user management is one of the most important tasks on a multi-user server system. This
means that the module covered in this chapter is one of the most commonly used in Webmin,
and also one of the most powerful.



CHAPTER 5

Disk and Networ k
Filesystems

he chapter explains how to mount filesystems, either from partitions on
your system’s hard disks or from other file servers.

5.1 Introduction to Filesystems

OnaUNIX system, al files exist in atree of directories under theroot / directory. Drive letters
used by other operating systems (like Windows) to identify different hard disks or network
drives do not exist. Instead, different hard disks, CD-ROMs, floppy disks, and network drives
are attached to the directory tree at different places, called mount points. For example, / hone
may be a mount point for a different hard disk on your system, and / usr /| ocal may be the
mount point for files that are shared from another server. The root directory is also a mount
point, almost always for a partition on a hard disk in your machine. The set of files that is actu-
ally mounted at amount point is called afilesystem.

All operating systems divide each hard disk up into partitions, each of which can be adifferent
size. Each filesystem is normally stored on one partition of one disk, so it is possible to have multi-
ple filesystems of different types on the same hard disk—one for Linux and one for Windows, for
example. If you have multiple hard disks in your system, you will normally need to mount at least
one filesystern from each in order to make use of them.

UNIX systems support many different kinds of filesystems—some for files stored on local hard
disks and some for files on networked file servers. On Linux, the filesystems on your hard disks will
probably bein ext 2 or ext 3 format. Many other local filesystem types exist, such asi so- 9660 for
CD-ROMs, vf at for Windows partitions, and xf s andr ei ser f s for high performance file access.
Every local filesystemn type uses a different format for storing data on disk, so if a partition has been
formatted as afilesystem of a particular type, then it must be mounted asthat type.

There are a <o filesystem types for different methods of accessing file servers across a network.
If the file server isrunning UNIX, then an nf s filesystem is usually mounted to access itsfiles. How-
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ever, if it isrunning Windows, an snbf s filesystem must be used instead. These different filesystem
types correspond to different network protocols for accessing files on another system.

Other specia filesystem types contain files that do not actually exist on any disk or file server.
For example, a pr oc filesystem contains files that contain information about currently running
processes. Different UNIX variants have different types of specia filesystems, most of which are
automatically mounted by the operating system and do not need to be configured.

No explanation of filesystems can be complete without also covering virtual memory. Often
aUNIX system will be running processes that take up more memory than is actually installed. This
is made possible by the operating system automatically moving some of those processes out of real
memory and into virtual memory, which is stored in afile or alocal hard disk. Because filesystems
and virtual memory are both stored on disk and can be mounted and unmounted, the Disk and Net-
work Filesystems Webmin module also manages with virtual memory.

Depending on your operating system, the files/ et c/ f st ab or / et ¢/ vf st ab contain alist
of filesystems that are known to your system and mounted at boot time. It isalso possiblefor afile-
system to be temporarily mounted using the mount command without being stored in the f st ab
file. Webmin directly modifies this file to manage filesystems that are mounted at boot time, and
calsthemount and unnount commands to immediately activate and deactivate filesystems.

5.2 The Disk and Network Filesystems Module

The Disks and Network Filesystems module isfound under the System category, and allows you
to configure which filesystems are mounted on your computer, where they are mounted from
and what options they have set. The main page of the module (shown in Figure 5.1) lists al the
filesystems that are currently mounted or available to be mounted.

For each filesystem, the following information is displayed:

Mounted As The mount point directory for thisfilesystem, or the message Virtual
Memory.

Type A description of the filesystem type, followed by the actual short type name.

Location The disk, fileserver, or other location from which this filesystem was
mounted. For nf s mounts, this column will be in the form servername: remotedirectory.
For smbf s mounts, it will be similar to \\servername\sharename.

Inuse? Yesor No, depending on whether the filesystem is currently mounted. For
most filesystems, you can click on thisfield to mount or unmount immediately.

Permanent Yes or No, depending on whether the filesystem is permanently
recorded so that it can be mounted at boot time.

5.3 Mounting an NFS Network Filesystem

Before you can mount a filesystem from another UNIX server, that server must be configured to
export the directory that you want to mount using NFS. For details on how to export a directory
using Webmin, see Chapter 6.

Assuming the directory that you want to mount has been exported properly, you can follow the
following steps to mount it on your system:
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Figure 5.1 The list of existing filesystems.

1.

3.

6.

On the main page of the Disk and Network Filesystems module, select Network Filesys-
tem from the dropdown box of filesystem types, and click the Add mount button. A
form will appear, as shown in Figure 5.2.

. In the Mounted As field, enter the directory on which you want the filesystem to be

mounted. The directory should be either nonexistent or empty, as any files that it cur-
rently containswill be hidden once the filesystem is mounted.

If you want the filesystem to be mounted at boot time, select Save and mount at boot
for the Save M ount option. If you want it to be permanently recorded but not mounted at
boot, select Save. Select Don't save if thisisto be only atemporary mount.

. For the Mount now? option, select Mount if you want the filesystem to be mounted

immediately, or Don’t mount if you just want it to be recorded for future mounting at
boot time. It makes no sense to set the Save and mount option to Don’t save and the
M ount now? option to Don’t mount, as nothing will be done!

. Inthe NFS Hostname field, enter the name or | P address of the fileserver that is export-

ing the directory that you want to mount. You can aso click on the button next to the
field to pop up alist of NFS servers on your local network.

In the NFS Directory field, enter the exported directory on the fileserver. If you have
already entered the NFS server’s hostname, click on the button next to the field to pop up
alist of directories that the server has exported.

. Change any of the options in the bottom section of the form that you want to enable.

Some of the most useful are as follows:
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Figure 5.2 Mounting a network filesystem.

Read-only? If set to Yes, files on this filesystem cannot be modified, renamed,
or deleted.

Retry mounts in background? When an NFS filesystem is mounted at boot
time, your system will normally try to contact the fileserver forever and ever if itis
down or unreachable, which can prevent the boot process from completing
properly. Setting this option to Yes will prevent this problem by having the mount
retried in the background if it takes too long.

Return error on timeouts? The normal behavior of the NFS filesystem in the
face of a fileserver failure is to keep trying to read or write the requested
information until the server comes back up again and the operation succeeds. This
means that if the fileserver goes down for a long period of time, any attempt to
access files mounted from the server will get stuck. Setting this option to Yes
changes this behavior so that your system will eventually give up on operations
that take too long.

8. To mount and/or record the filesystem, click the Create button at the bottom of the page.
If all goeswell, you will be returned to the filesystems list, otherwise an error will be dis-
played explaining what went wrong.

Once the NFS filesystem has been successfully mounted, all users and programs on your system
will be able to access files on the fileserver under the mount point directory. If userscanlogin to
both your system and the remote fileserver, any files that they own on one machine should be
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owned on the other because the NFS protocol supports UNIX file permissions and file owner-
ship information. This depends, however, on every user having the same user ID on both servers.
If thisis not the case, you may end up in a situation in which user j caner on owns afile on the
fileserver, but the file appears to be owned by user f r ed when it is mounted and accessed on
your system.

The best solution to this problem is to make sure that user IDs are in sync across all servers
that share files using NFS. The best ways to do that are using NIS (as explained in Chapter 17), or
Webmin's own Cluster Users and Groups module (as explained in Chapter 49).

5.4 Mounting an SMBFS Windows Networking Filesystem

smbfsis the protocol used by Windows systems to share files with each other. If you have files
on a Windows system that you want to be able to access on your Linux system, you must first
share the directory and assign it a share name using the Windows user interface.

Once that is done, follow these steps to mount the share on your UNIX system:

1. On the main page of the Disk and Network Filesystems module, select Windows Net-
working Filesystem from the drop-down box of filesystem types and click the Add
mount button. A form will appear, as shown in Figure 5.3.

2. In the Mounted As field, enter the directory on which you want the filesystem to be
mounted. The directory should be either nonexistent or empty because any files that it
currently contains will be hidden once the filesystem is mounted.

3. If you want the filesystem to be mounted at boot time, select Save and mount at boot
for the Save M ount option. If you want it to be permanently recorded but not mounted at
boot, select Save. Select Don’t save if thisisto be only atemporary mount.

4. For the Mount now? option, select Mount if you want the filesystem to be mounted
immediately, or Don’t mount if you just want it to be recorded for future mounting at
boot time.

5. In the Server Name field, enter the hostname or | P address of the Windows server. The
button next to the field will pop up alist of Windows servers on your network, requested
from the domain or workgroup master set in the module configuration.

6. In the Share Name field, enter the name of the share. This will be something like nov-
i es, not the full path on the Windows server like c:\fil es\ novi es. If you have
entered the server name, clicking on the button next to the field will pop up alist of avail-
able shares.

7. If the Windows server requires a username and password to access the file share, fill in
the Login Name and L ogin Password fields. If no authentication is needed, these fields
can be left blank.

8. Because Windows networking has no concept of UNIX users, al files from the fileserver
will be owned by a single UNIX user and group when the filesystem is mounted. That
user isr oot by default, but you can change this by filling in the User files are owned by
and Group filesare owned by fields.

9. Click the Create button at the bottom of the page to mount and/or record the filesystem.
If al goeswell, you will be returned to the filesystemslist, otherwise an error will be dis-
played explaining what went wrong.
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Figure 5.3 Mounting a windows networking filesystem.

Windows networking filesystems can al so be exported by UNIX servers using Samba, as explained
in Chapter 43. This means that you could share files between two UNIX servers using the Win-
dows file sharing protocol. As you might guess, however, this is not usually a good idea because
file permissions and ownership information will not be available on the mounting server.

5.5 Mounting a Local ext2 or ext3 Hard Disk Filesystem

Before you can mount a new filesystem from aloca hard disk, a partition must have been pre-

pared and formatted with the corrected filesystem type. For details on how to do this, see Chap-

ter 8. If you have a choice, ext 3 (called the New Linux Native Filesystem by Webmin) should

be used instead of ext 2 (the Linux Native Filesystem) because of its support for journaling. See

Section 5.13 “A Comparison of Filesystem Types’ for more details on the advantages of ext 3.
To mount your local filesystem, follow these steps:

1. On the main page of the Disk and Network Filesystems module, select Linux Native
Filesystem or New Linux Native Filesystem from the drop-down box of filesystem
types, and click the Add mount button. A form will appear for entering the mount point,
source, and options.

2. In the Mounted As field, enter the directory on which you want the filesystem to be
mounted. The directory should be either nonexistent or empty because any files that it
currently contains will be hidden once the filesystem is mounted.
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3. If you want the filesystem to be mounted at boot time, select Save and mount at boot
for the Save M ount option. If you want it to be permanently recorded but not mounted at
boot, select Save. Select Don't save if thisisto be only atemporary mount.

4. For the Mount now? option, select Mount if you want the filesystem to be mounted
immediately, or Don’t mount if you just want it to be recorded for future mounting at
boot time.

5. If the Check filesystem at boot? option exists, it controls whether the filesystem is vaidated
withthef sck command at boot time before mounting. If your system crashes or loses power,
any ext 2 or uf s filesystems that were mounted at the time will need to be checked before
they can be mounted. It is generdly best to set this option to Check second.

6. For the Linux Native Filesystem field, click on the Disk option and select the partition
which has been formatted for your new filesystem. All IDE and SCSI disks will appear
in the menu.

If any of the partitions on your system are labeled, you can mount one by selecting the
Partition labeled option and choosing the one you want. Labels are explained further in
Chapter 8.

If your system has any RAID devices configured (as also explained in Chapter 8), you can
select the RAID device option and choose the one you want to mount from the menu.

If you are using LVM (Logical Volume Management, covered in Chapter 8), alist of all
available logical volumes will appear next to the LVM logical volume option for you to
select from.

You can also click on the Other device option and enter the path to the device file for
your filesystem, like/ dev/ hda2.

7. Change any of the options in the bottom section of the form that you want to enable.
Some of the most useful are:

Read-only? If setto Yes, files on thisfilesystem cannot be modified, renamed, or deleted.
Use quotas? If you want to enforce disk quotas on this filesystem, you must enable
this option. Most filesystem types will give you the choice of user quotas, group quotas,
or both. To complete the process of activating and configuring quotas, see Chapter 7.

8. Click the Create button at the bottom of the page to mount and/or record the filesystem.
If all goeswell, you will be returned to the filesystems list, otherwise an error will be dis-
played explaining what went wrong.

5.6 Mounting a Local Windows Hard Disk Filesystem

If your system has a Windows partition on one of its hard disks, you can mount it using Webmin
so that al the files are easily accessible to UNIX users and programs. Windows 95, 98 and ME
all usethe older vf at format by default, called a Windows 95 filesystem by Webmin. Windows
NT, 2000, and XP, however, use the more advanced nt f s filesystem format (called Windows
NT filesystem) which only afew Linux distributions support.

1. On the main page of the Disk and Network Filesystems module, select either Windows
95 Filesystem or Windows NT Filesystem from the drop-down box of filesystem types,
and click the Add mount button. A form will appear for entering the mount point,
source, and options.
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2. In the Mounted As field, enter the directory on which you want the filesystem to be
mounted. The directory should be either nonexistent or empty because any files that it
currently contains will be hidden once the filesystem is mounted.

3. If you want the filesystem to be mounted at boot time, select Save and mount at boot
for the Save M ount option. If you want it to be permanently recorded but not mounted at
boot, select Save. Select Don’t save if thisisto be only atemporary mount.

4. For the Mount now? option, select Mount if you want the filesystem to be mounted
immediately, or Don’t mount if you just want it to be recorded for future mounting at
boot time.

5. For the Windows 95 Filesystem or Windows NT Filesystem field, click on the Disk
option and select the partition that has been formatted for your new filesystem. All IDE
and SCSI disks, RAID devices, and LVM logica volumes will appear in thelist.

You can aso click on the Other device option and enter the path to the device file for
your filesystem, like/ dev/ hda2.

6. Select any options that you want to enable. Some useful ones are:

User files are owned by Because the vfat filesystem format has no concept of users
and groups, al files in the mounted filesystem will, by default, be owned by r oot . To
change this, enter adifferent UNIX username for this option.

Group filesare owned by Like the previous option, this controls the group ownership
of al filesin the mounted filesystem.

File permissions mask The binary inverse in octal of the UNIX permissions that you
want filesin the mounted filesystem to have. For example, entering 007 would make files
readable and writable by their user and group, but totally inaccessible to everyone else.
Thisoption is not available for Windows NT filesystems.

7. Click the Create button at the bottom of the page to mount and/or record the filesystem.
If all goeswell, you will be returned to the filesystems list, otherwise an error will be dis-
played explaining what went wrong.

Because Windows 95 filesystems have no concept of file ownership, and Windows NT filesys-
tems have ownership information that is unsupported by Linux, it is impossible to change the
user, group, or permissions on filesin a mounted filesystem.

5.7 Adding Virtual Memory

As explained in the introduction, virtual memory is used when the processes running on your
system need to use more memory than is physicaly installed. Because not all processes run at
the same time, those that are inactive can be safely swapped out to virtual memory and then
swapped back in again when they need to run. Because disks are far slower than RAM, however,
the constant swapping in and out (known as thrashing) will slow the system to a crawl if pro-
Cesses on your system use up too much memory.

Filesin an existing local filesystem as well as entire partitions can be used for virtual memory.
Using apartition isalmost always faster, but can be inflexible if you have no free partitions on your
hard disk. A system can have more than one virtual memory file or partition, so if you are running
out of virtual memory it is easy to add more.
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The steps for adding additional virtual memory are:

1. On the main page of the Disk and Network Filesystems module, select Virtual Memory
from the drop-down box of filesystem types, and click the Add mount button. A form
will appear for entering the source and other options.

2. If you want the virtual memory to be added at boot time, select Save and mount at boot
for the Save M ount option. Otherwise, select Don’t saveif thisisto be only atemporary
addition.

3. For the M ount now? option, select M ount if you want the virtual memory to be added
immediately, or Don’t mount if you just want it to be recorded for future addition at
boot time.

4. If you want to add an entire partition as virtual memory, select Disk for the Swap File
option and select the partition from the list. Otherwise, select Swap File and enter the
path that you want to use as virtual memory. If you enter a path to afile that aready
exigts, that file will be overwritten when the virtual memory is added.

5. Click the Create button at the bottom of the page. If you are adding a swap file which
does not exist yet, you will be prompted to enter a size for the file, and Webmin will cre-
ate it for you. If al goes well, the browser will return to the list of filesystems on the
main page.

Once the new virtual memory has been added, your system’s available memory should increase
by the size of the partition or swap file. Use the memory display of the Running Processes mod-
ule (explained in Chapter 11) to see how much real and virtual memory is available.

5.8 Automounter Filesystems

Before you can access files on any filesystem using Linux, it must first be explicitly mounted.
Thisisfine for hard disks that are mounted at boot time, but is not so convenient for removable
media like CD-ROMs, floppy disks, and Zip disks. Having to mount a floppy before you can
read or write files on it, and then unmount it when done, is not very user friendly—especially
compared to other operating systems like Windows.

Fortunately, there is a sol ution—the automounter filesystem. This system does not contain any
files of its own, but automatically creates temporary directories and mounts filesystems when
needed. An automounter filesystem mounted at / aut o would normally be configured to mount a
floppy disk at / aut o/ f | oppy as soon as a user triesto cd into that directory. When the floppy’s
filesystem is no longer being used, it will be automatically unmounted so that the floppy can be
safely gected.

Automounter filesystems can be created, viewed and edited in Webmin. Each has a configura-
tion file that specifies which devicesit will mount and which subdirectories on which they will be
mounted. The editing of these configuration files cannot be done within Webmin, however—you
can only choose which one to use. Most modern Linux distributions come with an automounter
filesystem at /auto or / medi a set up by default, and configured to allow access to floppy and CD-
ROM drives.

Another common use for the automounter is to provide easy access to NFS servers. Often an
automounter on the / net directory is set up so that accessing the / net / hostname directory will
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mount all the exported directories from hostname under that directory. This is all done using
another automounter configuration file.

5.9 Editing or Removing an Existing Filesystem

After mounting a filesystem, you can go back and change the mount directory, source, and
options at any time. Even most filesystems that were set up as part of your operating system’s
installation process can be edited. Some special filesystem types like proc and devf s, however,
cannot be edited though Webmin because changing them would probably break your system.

The only catch isthat filesystems currently in use cannot be immediately edited. If any user
or process is accessing any file or isin any directory on afilesystem, it is considered busy and
cannot be unmounted and remounted by Webmin in order to change it. Because the r oot file-
system is always in use, making immediate changes to it is impossible. Fortunately, thereis an
alternative—changing only the permanent record of a filesystem so the new options are applied
when your system reboots.

The stepsto follow for editing afilesystem are;

1. From the list of filesystems on the main page, click on the mount point directory in the
Mounted as column. A form containing the current settings will appear, as shown in
Figure5.4.

2. Change any of the settings, including the Mounted As directory, the device or server
from which the filesystem is mounted, or the mount options.

3. If you want to unmount the filesystem while still keeping it recorded for future mount-
ing, change the M ount now? option to Unmount. If you want to mount afilesystem that
is permanently recorded, however, change the option to M ount.

4. Click the Save button to make your changes active. If all goes well, the browser will
return to the list of filesystems on the main page.

If you are changing a mounted filesystem that is busy, you will be given the option of having

your changes applied to the permanent list only. If you are trying to enable quotas on aLinux
native filesystemn, having the option applied to the permanent list is usualy al that is needed.

To totally remove a filesystem, just edit it and set the Save Mount? option to Don’t save, and
the Mount Now? option to Unmount. Assuming it is not in use, it will be unmounted and
removed from the list of recorded filesystems and will no longer show up in the list on the mod-
ule’s main page.

5.10 Listing Users of a Filesystem

If you cannot unmount or edit a filesystem because it is busy, you may want to kill the processes
that are currently using it.
To find which processes are using a filesystem, follow these steps:

1. From the list of filesystems on the main page, click on the mount point directory in the
M ounted as column. The form shown in Figure 5.4 will appear.

2. Click the List Users button in the bottom-right corner of the page. Thiswill display alist
of all processesthat are reading, writing, or in any file or directory in the filesystem.
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Figure 5.4 Editing an existing filesystem.

3. To kill them, click the Kill Processes button at the bottom of the page. You should now
be able to return to the Disk and Network Filesystems module and unmount successfully.

5.11 Module Access Control

A Webmin user can be given limited access to this module so he can only edit the settings for
certain filesystems or only mount and unmount. Allowing an untrusted user to mount any file-
system is a bad idea because he can gain complete control of your system by mounting an NFS
or floppy disk filesystem containing setuid-r oot programs. Giving someone the rights to only
mount and unmount certain filesystems that have their options set to prevent the use of setuid
programs, however, is quite safe. This can be useful if your system has a floppy or CD-ROM
drive and you are not using an automounter.

Once a user has been given access to the module (as explained in Chapter 52), you can limit
him to just mounting or unmounting selected filesystems by following these steps:

1. In the Webmin Users module, click on Disk and Network Filesystems next to the user's
name to bring up the access control form.

2. Change the Can edit module configuration? field to No to stop him from configuring
the module to use a different f st ab file or mount commands.

3. Inthe Filesystemsthat can be edited field, select Under listed directories and enter alist of
mount pointsinto the adjacent text box. For example, you might enter /mnt/floppy /mnt/cdrom.
It isdso possibleto enter adirectory like /mnt to dlow accessto al filesystems under it.
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4. Change the Can add new filesystems? field to No.

5. Change the Only allow mounting and unmounting? field to Yes, so that the user can-
not actually edit filesystem details.

6. Hit the Save button to activate the new restrictions.

On Linux systems, the Allow usersto mount thisfilesystem? field can be used to alow the use
of the command-line mount and unnount programs. Other tools like the Gnome mount panel
applet and Usermin also make use of this feature, which may be a better way to give normal
users mount and unmount privileges.

5.12 Configuring the Disk and Network Filesystems Module

Like other modules, this one has a few options that you can change. To see them, click on the
Module Config link in the top-left corner of the main page. This will take you to the standard
configuration editing page, on which the options shown in Table 5.1 are available under the
Configurable options header.

Table 5.1 Module Configuration Options

Server torequest browse When mounting an smbfs filesystem, the button next to the

list from Server name field will pop up alist of Windows servers on your
network. Thislist is fetched from the server specified by this
option, which should be the domain or workgroup master.

Show long filesystem If thisoption is set to No, the main page will display only short file-
type names system type names (like EXT2). By defaullt, it isset to YeSand long
filesystem types are displayed (like Linux Native Filesystem).

None of the other options on the configuration page should be changed, as they are set auto-
matically by Webmin based on your operating system type.

5.13 A Comparison of Filesystem Types

Unlike other operating systems, Linux supports several different types of filesystems that fully
support UNIX file permissions and ownership information. Originally, ext 2 was the only
choice, but newer kernel versions and distributions have added support for ext 3, rei serfs,
and xf s. Thislist explains the benefits of each of these alternative filesystem types.

New Linux Native Filesystem (ext 3) Very similar to ext 2, but with support for
journaling. This means that if your system crashes or loses power without having a
chance to properly unmount its filesystems, there is no need for the lengthy f sck
check of the entire ext 3 filesystem that would be needed with ext 2.

Because ext 3 filesystems are so similar to ext 2, they are stored on disk in almost
exactly the same format. This meansthat it isrelatively simpleto convert an existing
filesystem to ext 3 by creating a special journal file.

Rieser Filesystem (rei serfs) ReserFSisatotaly new filesystem designed to
be faster and more efficient than ext 2. It supports journaling like ext 3 does, and
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deals much better with large numbers of small files than other filesystems. It is
probably not as mature as ext 3 or xf s, however, and does not support quotas.

SGI Filesystem (xfs) XFS was originally developed by SGI for its IRIX
operating system, and if you are running Webmin on IRIX you can mount xf s
filesystems as well. It supports journaling and includes native support for ACLs
(access control lists) and file attribute lists. The ACL support in particular is very
useful, because it allows you to grant access to files in ways that would be
impossible with the normal UNIX user/group permissions. XFS has been used for
severa yearson IRIX, so it should be reasonably mature and reliable.

IBM Journaling Filesystem (j fs) JFSwas originaly developed by IBM for use on
its AIX and OS/2 operating systems, but has recently been ported to Linux. It supports
journaing and large (64-hit) file sizes, but does not current support quotas or ACLS.
Because JFS has been used for years on IBM operating systems, it should be reasonably
mature. It is quite new on Linux, however, and so may not be as well tested.

To see which of these filesystem types are supported by your system, go into the Partitions on
Loca Disks module (covered in Chapter 8) and select an unused partition of type Linux. At the
bottom of the page will be aform that you can use to create a new filesystem on the partition in
one of the types that is available on your system. Most new Linux distributions will support
ext 3, somewill support r ei ser f s, but only afew include xf s support.

Linux also supports several older filesystem types such asext , xi af s, and mi ni x. You will
never need to use these unless you have an old disk formatted with one of them.

5.14 Other Operating Systems

The Disk and Network Filesystems module supports several other operating systems in addition to
Linux, using basically the same user interface. The main differencesliein the filesystem types sup-
ported by each operating system, and the type used for hard disk UNIX filesystems. Only Linux,
Solaris, and Irix display adrop-down menu of available partitions when adding a hard disk filesys-
tem—on other systems, you must enter the IDE or SCSI controller and drive numbers manually.

The operating systems on which the module can be used, and the major differences between
each of them and Linux, are:

Sun Solaris  Solarisuses ufs (called the Solaris UNIX Filesystem by Webmin) as
its standard filesystem type for local hard disks. It has many of the same options as
ext2 on Linux, but does not support group quotas, only user quotas. Adding virtual
memory is also supported, in exactly the same way as on Linux.

The NFS filesystem type on Solaris is also similar to Linux, but supports mounting
from multiple NFS servers in case one goes down. When entering servers into the
Multiple NFS Servers field, they must be comma separated like host 1:/
pat h, host 2: / pat h, host 3: / pat h. Solaris systems can only mount Windows
Networking Filesystems if the r umba program has been installed. They can only be
mounted temporarily, however, not recorded for mounting at boot time.

One interesting filesystem type that only Solaris supportsisthe RAM Disk (t npf s).
Filesin afilesystem of this type are not stored on disk anywhere, and so will be lost
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when the system is rebooted or the filesystem is unmounted. By default, Solaris uses
t npf s for the/ t np directory.

FreeBSD FreeBSD also uses uf s asits standard local hard disk filesystem type,
although it is called the FreeBSD UNIX Filesystem by Webmin. It has most of the
same options as Linux, and supports user and group quotas. Virtual memory is also
supported on FreeBSD, but with the catch that once added it cannot be removed
without rebooting. NFS is supported with similar options to Linux, but Windows
networking filesystems are not.

OpenBSD OpenBSD uses the f f s filesystem type for local hard disk, which is
called the OpenBSD UNIX Filesystem by Webmin. Like FreeBSD, it supports
virtual memory and NFS, but not Windows networking filesystems.

HP/UX HP'sUNIX variant uses hf s (HP UNIX Filesystem) as its standard local
hard disk filesystem type, but also supports the superior, journaled vxf s, called HP
Journaled UNIX Filesystem by Webmin. Both have an option for disk quotas, but
for users only. Virtual memory is supported and can be added and removed at any
time, but is always mounted at boot if permanently recorded. NFSis also available,
with similar optionsto Linux, but there is no Windows networking filesystem type.

SGI Irix Newer versions of Irix use xf s (SGI Filesystem) as their standard hard
disk filesystem type, which supports all the same options as xf s on Linux, including
user quotas, ACLs, and file attributes. The ef s (Old SGI Filesystem) type is also
available, but should only be used if you have old partitions that are already
formatted for it, or are running an old version of Irix. Irix supports NFS with similar
options to Linux, but does not support Windows networking. AppleTak and
Netware filesystems can also be mounted using command-line tools, but they can
not yet be mounted or edited from within Webmin.

The operating system also has standard virtual memory support, but with the
peculiarity that the first swap partition on the first hard drive is always added as
virtual memory automatically, using the special / dev/ swap devicefile.

SCO UNIXWare UNIXWare has very similar filesystem support to Solaris, but
also adds support for the hard disk based vxf s (Veritas Filesystem) type.

If your operating system is not on the list above, then it is not supported by the Disk and Net-
work Filesystems module. In some cases, this is because the code has not yet been written, such
as with AIX or Tru64/OSF1. MacOS X, on the other hand, mounts al hard disk partitions at
boot time and automatically mounts network filesystems when requested by the user through the
GUI. It therefore has no need for a Webmin modul e for managing filesystems.

5.15 Summary

Unlike other operating systems, Linux and other variants of UNIX do not automatically make
files on hard disks and removable media available to you. This chapter has explained what file-
systems and partitions are and how to mount them to gain access to the data that they contain. It
has also covered the client-side part of file sharing between two or more systems over a network.
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NFS File Sharing

his chapter explains how to export files to other UNIX systems by
setting up an NFS server.

6.1 Introduction to File Sharing with NFS

NFS isthe most common protocol for sharing files between UNIX systems over anetwork. NFS
servers export directories from their local hard disks to NFS clients, which mount them so that
they can be accessed like any other directory. Unlike other file sharing protocols, such as Win-
dows networking, Netware, and AppleShare, NFS was designed to support client systems that
have multiple users. This means that a client never logs into a server, and that the server almost
completely trusts the client to authenticate users. The down side isthat NFSis not a good proto-
col for sharing files with client systems that are not fully trusted.

Instead of using usernames and passwords for authentication, NFS uses the | P address of the
client. Only trusted clients are allowed to mount directories from the server so that it is not vulner-
able to unauthorized file access from any client on the network. Some additional security can be
gained by restricting the access of particular UNIX users on aclient, or treating all requests from a
client asasingle user.

On Linux, the/ et c/ export s file contains a permanent list of directories exported by NFS
and the clients to which they are exported. Typicaly, thisfileisread at boot time by the nf sd and
nount d programs that run in the background to service NFS reguests. When you change or create
exports using Webmin, the expor t s fileisdirectly updated.

This chapter covers only the sharing of directories from a server using NFS. For details on
how to mount an NFS exported directory on aclient, see Chapter 5. If you want to share files with
Windows clients, you should read Chapter 43 (which covers Samba) instead, as NFS support is not
widely available for Windows.

53
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6.2 The NFS Exports Module

On Linux, NFS server configuration is done using the NFS Exports module, which can be found
under the Networking category. After entering the module, the main page will display alist of
exported directories and the clients that are allowed to access them, as shown in Figure 6.1.
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Figure 6.1 The NFS Exports module.

Most Linux distributions come with the programs required for NFS file sharing installed by
default. If Webmin detects that they are missing from your system, however, an error message will
be displayed when you enter the module. If that happens, you will need to install thenf s- ser ver
or nf s package from your distribution CD or website.

6.3 Exporting a Directory

Only directories on local filesystems can be exported via NFS, so it is not possible to re-export

files that have been mounted from another NFS server. It is also not possible to export directo-

ries from non-UNIX filesystems such asvf at, ntfs or i s09660. If an exported directory has

mount points under it, files under those mount points will not be accessible by NFS clients. So if

you exported the root directory / and it has a separate filesystem mounted at / hone, you would

need to also export / hone and clients would need to mount it in order to see the files under it.
The steps for exporting a directory are:

1. Click on the Add a new export link on the main page of the module. Thiswill take you
to aform for entering the details of the export, as shown in Figure 6.2.
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2. Enter the directory that you want to share in the Directory to export field.

3. Unless you want the export to be unavailable, make sure the Active? option is set to Yes.

4. The Export to option alows you to choose which clients will have access to the direc-
tory. The possible choices are:
Everyone Any system that can connect to yours over the network will be able to mount
the directory. Be very careful with this choice, asit may alow anyone on the Internet to
access your files.
Host(s) Only the single specified host or | P address will be allowed. You can also enter
a wildcard hostname like *.foo.com for this option to allow all hosts from a domain.
However, if you want to export a directory to several specific client hosts then the only
solution is to create multiple exports of the same directory, each with a different
hostname in thisfield.

WebNFSclients WebNFSisararely used protocol for accessing NFS exports over the
Internet. Don't use this option unless you know what you are doing, as it may alow
anyone to access your files.

Netgroup A netgroup isalist of hosts that is defined on an NIS server. Unfortunately,
your system must be an NIS client for thisto be useful.

Network and Netmask All hosts on the specified network will be alowed to connect.
To dlow al hosts with I P addresses from 192.168.1.0 to 192.168.1.255, you would enter
192.168.1.0 for the network, and 255.255.255.0 for the netmask.

5. If you want to prevent clients from modifying or creating files in the exported directory,
set the Access mode option to Read only.

6. If exporting only to trusted systems, set the Trust remote user s option to Everyone.

If you want to ensure that clients only have the permissions of a single UNIX user,
however, set Trust remote users to Nobody and enter the user and his primary group
into the Treat untrusted users as and Treat untrusted groups as fields respectively.
This can be very useful if exporting to a client workstation that is used by single user.

7. Click the Create button to save the export. If you have made any mistakes in any of the
fields, an explanatory error message will be displayed. Otherwise, the browser will
return to the list of exports.

8. Click the Apply Changes button to make your new export active.

Allowed clients should now be able to mount the exported directory. If not, check your system’s
error logs for messages from the NFS server processes that explain why the client is being
rejected.

6.4 Editing or Deleting an NFS Export
All the details of any existing NFS export can be edited at any time by following these steps:

1. On the main page of the module, click on the client under the Exported to column that
you want to edit. If asingle directory is exported multiple times to different clients, each
one must be edited individualy.

2. On the export editing form (which is almost identical to Figure 6.2), change any of the
options including the directory to share.
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Figure 6.2 The new NFS export form.

3. If you want to delete the export, click the Delete button at the bottom right of the page.
Otherwise, click Save to save your changes. Either way, your browser will return to the
modul€’'s main page.

4. Click the Apply Changes button to make the changes active.

6.5 NFS on Solaris

On Solaris, NFS exports are managed by the separate NFS Shares module. Because Solaris uses
adifferent file (/ et ¢/ df s/ df st ab) and file format for storing exports, the modul€e's user inter-
faceis different to that of the Linux module. Figure 6.3 shows the main page of the NFS Shares
module. As you can see, exports are configured by directory instead of by client.

To add anew NFS export on Solaris, follow these steps:

1. Click onthe Start sharing a new directory link, which will take you to aform for enter-
ing the details of the new export.

2. Enter the directory that you want to share in the Directory field.

3. Fill in the Read-only access and Read-wr ite access fields with the hosthames of clients
to which you want to grant access. As the names suggest, a host in the Read-only field
will not be able to write to or modify files on the server.

In addition to hostnames, you can aso enter networks using the format @192.168.1 or
@192.168.1/24, NIS netgroups or even DNS domains like .foo.com (the leading dot
indicates an entire domain).
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Figure 6.3 The Solaris NFS Shares module.

4. By default, ther oot user on clients will have only limited access to files on the server.
To give root on some clients' full file access privileges, enter their hostnames, net-
works, netgroups, or domainsinto the Root access field.

5. Click the Save button at the bottom of the page to create the export. Unless you have
made a mistake on the form, your will be returned to the list of exported directories.

6. Click the Apply Changes button to make your new export active.

Existing NFS exports can be edited by ssmply clicking on a directory on the main page of the
module. The same form used for creating an export will appear, alowing you to change any of
the options. If you want to delete the export, click the Delete button at the bottom of the page. Be
sureto click Apply Changes again after making any changes so that they will become active.

6.6 NFS on BSD, MacOS X, and OpenServer

FreeBSD, NetBSD, OpenBSD, OS X, and OpenServer al usethe/ et ¢/ export s file for stor-
ing NFS exports, but its format is different in different operating systems. This means that they
use a different NFS Exports module that has its own unique user interface, as shown in
Figure 6.4. Exports are configured by directory instead of by client, and you can specify options
and allowed clients for multiple directories at once.

To add anew NFS export on one of these operating systems, follow these steps:

1. Click on the Add a new export link on the main page of the module. A form for entering
the details of the new NFS export will appear.



58

Chapter 6 ¢ NFS File Sharing

Figure 6.4 The BSD NFS Exports module.
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Enter the directories that you want to share into the Directories to export field. Be
aware that multiple directories on the same filesystem cannot be exported to the same cli-
ent separately.

. If you want to allow clients to mount subdirectories as well, select the Export subdirec-

tories? option. If this is enabled, however, only one directory can be entered in the
Directoriesto export field and it must be the root of a filesystem.

. To give al clients read-only access, set the Read only? option to Yes.
. To limit access to a single host or list of hosts, select Hosts / netgroups for the Clients

option and enter the hostnames, | P addresses, or netgroups that you wish into the field.
To limit access to an entire network, select the Network option and entire network
address (like 192.168.1.0) and netmask (like 255.255.255.0) into the respective fields.
Click the Save button to create the export and you will be returned to the list of exports
on the main page.

Click the Apply Changes button to make your new export active.

Existing NFS exports can be edited by simply clicking on a directory on the main page of the
module. The sameform asis used for creating an export will appear, allowing you to change any
of the options, or click the Delete button to get rid of it. Be sure to click Apply Changes again
after making any changes so that they will become active.
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6.7 NFSon Irix

Irix has its own unique format for the / et c/ export s file that is similar to the BSDs, but not
quite the same. It therefore also has its own special version of the NFS Exports module with a
dightly different user interface. The main page of the module lists the directories being exported
and the hosts they are exported to, in a very similar layout to the BSD NFS Exports module
shown in Figure 6.4.

To add anew NFS export on Irix, follow these steps:

1. Click onthe Add a new NFS export link on the main page, which will take you to aform

for entering the new export’s details.

2. Enter adirectory into the Directory to export field.

3. Enter the hostnames, | P addresses, and netgroups of clients that you want to grant access
to into the Export to hosts/netgroups field. If this field is left empty, any host will be
allowed to mount the exported directory.

. To prevent all clients for modifying exported files, set the Read-only? option to Yes.

. If you want to give read/write access to some clients and read-only access to others, enter
the hostnames or | P addresses of the read/write clients into the Read/write access field.
6. By default, the r oot user on clients will have only limited access to files on the server.
To give r oot on some clients full file access privileges, enter their hostnames or IP

addressesinto the Root file access field.

7. Click the Save button to create the export and you will be returned to the list of exports

on the main page, as long asthere are no errorsin the form.

8. Click the Apply Changes button to make your new export active.

[

Existing NFS exports can be edited or deleted by clicking on their directory on the module’'s
main page. If you make any changes, you must click the Apply Changes button to make them
active.

6.8 Summary

In this chapter the NFS file sharing protocol has been explained, and the steps to take to share
files from one system to others have been documented. You should now know how to export
data from a system running any of the supported UNIX variants to any client that can mount
NFS filesystems. You should also understand the security implications of sharing files with
NFS, and know that it should not generally be used to share files with untrusted clients.



CHAPTER 7

Disk Quotas

n this chapter, the use of disk quotas to limit the amount of space that
I individual users can consume is explained.

7.1 Introduction to Disk Quotas

On a system with multiple users, it is often necessary to limit how much disk space each user
can take up. Quotas are the mechanism used by UNIX systems to enforce limits on the amount
of disk space and the number of files each user (and possibly group) can own. Each file counts
towards the quota of the user who owns it, and if group quotas are being used the file counts
towards the quotas of its group owner as well. Once a user exceeds his quota, he will not be able
to create or enlarge any files until some are deleted.

Quotas are set up on a per-filesystem basis, so that you can have different quotas for different
directories on your system. This means, however, that if two directories are both on the samefile-
system then they must share the same quotas. Only UNIX filesystems like ext 2, ext 3, and xf s
on local hard disks support quotas—although if your system NFS mounts a remote directory that
has quotas enabled, they will be enforced on the server.

Each user or group has two different quotas, one for blocks and one for files. The blocks quota
controls how much disk space the user can use and is specified in disk blocks that are typicaly 1
kB in size. The files quota controls how many separate files the user can create, and is necessary
because UNIX filesystems often have a limit on how many files can exist at one time. Without a
files quota, a user could create millions of empty files until the filesystems limit was reached and
SO prevent other users from creating any filesat al.

Both the blocks and files quotas have what are called soft and hard limits. The soft limit isthe
point at which the user iswarned that heis close to exceeding his quota, but is still allowed to con-
tinue using up disk space. The hard limit is the number of blocks or files that can never be
exceeded, and any attempt to do so will result in an error. Both limits are optional, so that you can
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have only a hard limit and give the user no warning that he is approaching his quota, or only a soft
limit and only warn users of quotaviolationsinstead of actually enforcing them.

If auser stays above his soft limit but below the hard limit for more than a set period of time
(called the grace period), the system will trest him as though he has exceeded the hard limit and
prevent the creation or enlargement of any files. Only when the user deletes enough files to drop
his usage below the soft limit will it revert to just awarning level.

At the shell prompt, quotas can be viewed using the r epquot a and quot a commands, and
edited using the edquot a command. The files aquot a. user and aquot a. gr oup in the mount
directory of each filesystem contain the actual records of how much disk spaceis allocated to each
user or group and how much they are currently using. When displaying and setting quotas, Web-
min calls the quota commands and parses their output. It does not use system calls or attempt to
edit the quotafiles directly.

7.2 The Disk Quotas Module

Webmin's Disk Quotas module is found under the System category. When you enter the module,
alist of all filesystems on which quotas could be or are active is displayed, along with their cur-
rent active status and whether quotas are configured for users, groups, or both. See Figure 7.1 for
an example.

On most systems that have never used quotas before, none of your filesystems will be listed.
This is because quotas must first be enabled in the Disk and Network Filesystems module, as
explained in Chapter 5.
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Figure 7.1 The Disk Quotas module.
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If your system does not have the quota manipulation commands installed, Webmin will dis-
play an error message on the main page of the module and you will not be able to activate or edit
any quotas. All Linux distributions should have a package on their CD or website containing the
guota commands.

7.3 Enabling Quotas for a Filesystem

If the main page of the module shows User Quotas Active (or Group Quotas Active) under the
Status column for the filesystem, then quotas have already been enabled. If not, to configure and
turn on quotas for an ext 2 or ext 3 filesystem, follow these steps:

1. If the filesystem aready appearsin the list on the main page of the module, quotas have
already been configured and you can skip to Step 5.

2. Go to the Disk and Network Filesystems module and click on the filesystem on which
you want to enable quotas.

3. Change the Use Quotas? option to either User only, Group only, or User and Group
depending on which kinds of quota you want to enforce.

4. Click the Save button. If an error appears saying that the filesystem is already in use, just
click the Apply to Permanent List button. Quotas can usually be enabled without need-
ing to reboot, and will be automatically reenabled when the system is next rebooted.
However, if the next step fails you will need to reboot your system to activate them—this
iS hecessary on some newer versions of Linux.

5. Back in the Disk Quotas module, your filesystem should now be visible. Click on the
Enable Quotas link to activate quotas now.

6. Assuming al goes well, the browser will return to the list of quotas after a short delay
and the Status column will change to User Quotas Active.

For an xf s filesystem, the procedure is dlightly different. You must first enable user and/or
group quotas in the Disk and Network Filesystems module, and then either reboot or unmount
and remount the filesystem. Quotas will be automatically activated at mount time, so there isno
need to enable them in the Disk Quotas module.

7.4 Disabling Quotas for a Filesystem
To permanently deactivate quotas for an ext 2 or ext 3 filesystem, follow these steps:

1. On the main page of the module, click on Disable Quotas under the Action column for
the filesystem.

2. To prevent quotas from being reactivated at boot time, go to the Disk and Network File-
systems module and click on the filesystem from the list.

3. Change the Use Quotas? option to No.

4, Click the Save button. If an error saying that the filesystem is already in use appears, just
click the Apply to Permanent List button.

For an xf s filesystem, Step 1 is not necessary (or possible) as quotas are only enabled when the
filesystem is mounted. In Step 4, however, when saving the quota settings for the filesystem, it
must be unmounted and remounted cleanly for the deactivation to take effect.



Setting Quotas for a User or Group 63

7.5 Setting Quotas for a User or Group

The quotas for a user or group can be set or changed at any time on a filesystem that currently

has quotas enabled of the correct type. By default, any user or group whose quotas have not yet

been set will have no limits at all and thus be able to use up all the disk space on the filesystem.
To set quotas for a user, follow these steps:

1. From the list of filesystems on the main page of the module, click on the mount point of
one on which you want to edit quotas. This will take you to a page listing the quotas for
all userson the filesystem, as shown in Figure 7.2.

2. Click on the name of the user you want to edit under the User column, or enter the user-
name into the Edit Quota For field and press the button. Both will take you to a form
containing the user's current quota settings and blocks and files used, as shown in
Figure 7.3.

3. Set the Soft Block Limit and Hard Block Limit fields to the number of blocks to which
you want to limit the user, or select Unlimited to not impose any limit. On most filesys-
tems, each block will be 1 kB in size, but this not necessarily always the case.

4. Set the Soft File Limit and Hard File Limit fields to the number of files that you want
to limit the user to owning.

5. Click the Update button. The new quota settings will take effect immediately.

The procedure for setting group quotas is aimost identical. If a filesystem has both user and
group quotas enabled, the main page of the module will have two links for each filesystem—one
for users, and one for groups.

7.6 Copying Quotas to Multiple Users

If you have alarge number of users on your system and want them to al have the same quotas,
thereis an easier solution than setting each user individually. Instead, you can set the quotas that
you want for one user and duplicate his settings to as many other users as you want. The only
down side isthat quotas are copied on all filesystems, not just a single one.

The steps for copying quotas like this are:

1. Set the quotas for a single source user, as explained in Section 7.5 “ Setting Quotas for a
User or Group”.

2. On the main page of the module, enter the username of the source user into the Edit
User Quotas page and press the button.

3. On the page that appears listing the user’s quotas on al filesystems, click the Copy Quo-
tas button. This will take you to a form for choosing to which users the quota settings
will be copied.

4. Choose which target usersto copy quotas to by selecting one of the options on the form:
All userson your system Every single user on your system will have the same quota
settings. You may want to set quotas for r oot back to unlimited after doing this.
Selected users  Only the users entered into the field next to this option will have their
guotas set.

Members of selected groups All primary and secondary members of the groups
entered into the field next to this option will have their quotas set.
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Figure 7.2 The list of users and their quotas.

5. Click the Copy button to copy the quotas for the source user on all filesystemsto all tar-
get users.

If you are using group quotas, it is also possible to copy the settings for one group to multiple
other groups. The options for choosing which groups to copy to, however, are dightly different.
The Selected users option is replaced with Selected groups, and the Members of selected
groups option is replaced with Groups containing users. The latter option will copy to all
groups that have one of the entered users as a member.

7.7 Setting Grace Times

When a user exceeds his soft blocks or files limit, he will still be able to use up disk space up to
the hard limit for a certain period of time—the grace period. There are separate periods for the
blocks quota and the files quota on each filesystem. Once the period has expired, it will be as
though he had reached the hard limit. No more blocks of disk space can be used if it was the
blocks quota that was exceeded, or no more files can be created if it was the files quota. Grace
periods can aso be set for group quotas, and if a filesystem has both user and group quotas
enabled, each has their own separate periods.
To set the grace periods for all users on a particular filesystem, follow these steps:

1. Click on the mount point from the list of filesystems on the main page of the module.
Thiswill take you to the list of all users and their quotas, as shown in Figure 7.2.
2. Click the Edit Grace Times button, which will bring up aform for editing the periods.
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Figure 7.3 The user quota form.

3. For both the blocks and files quotas, select the period and units. When done, click the
Update button to save your settings and put the grace periods into immediate effect.

The process for editing the group grace times on a filesystem is ailmost exactly the same. If a
filesystem has both user and group quotas enable, the main page of the module will have two
links for each filesystem—one for users and one for groups.

7.8 Setting Default Quotas for New Users

If afilesystem has user quotas enabled, you can configure the blocks and files quotas that will be
assigned to new UNIX users created using Webmin's Users and Groups module. As explained in
Chapter 4, any time a user is added other modules will be notified so that they can perform addi-
tional actions. In the case of the Disk Quotas module, that action can be the setting of an initial
quota for the user on multiple filesystems.

To set the default quota for new users on a particular filesystem, follow these steps:

1. On the modul€’s main page, click on the mount point of the filesystem for which you
want to set the default. Thiswill take you to the list of users and their quotas, as shown in
Figure 7.2.

2. At the very bottom of the page is a form in which you can set the default hard and soft
blocks and files quotas. When you are donefilling it in, click the Apply button.
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The same options can be set for UNIX groups created in the Users and Groups module on the
group quotas page.

7.9 Other Operating Systems

As disk quotas work in a very similar way across all versions of UNIX, this module appears
almost identical on all supported operating systems. The biggest difference is that some UNIX
variants do not support group quotas. Some (like Solaris) do not need quotas to be enabled in the
Disk and Network Filesystems module before activating them in this module. If there is a quotas
option for the filesystem, it determines whether they are enabled at boot time or not.

7.10 Configuring the Disk Quotas Module

The Disk Quotas module has only a few options that can be changed to configure its user inter-
face. To edit them, click on the M odule Config link on the main page, which will take you to the
standard configuration editing page. The available settings under the Configurable options
header are displayed in Table 7.1.

Table 7.1 Module Configuration Options

Maximum When you click on afilesystem on the main page of the module, afull list of users
number of users  or groups with quotas will be displayed. However, if the number of users exceeds
or groupsto this option, atext box for entering a username to view and set quotas for will be
display displayed instead.

Sort usersand Normally thelist of userswith quotas on afilesystem isordered by disk usage, but
groups by by changing this option you can have them ordered by username or just displayed

in the order that ther epquot a command uses.

None of the other options on the configuration page should be changed, as they are set auto-
matically by Webmin based on your operating system type.

7.11 Module Access Control

As described in Chapter 52, it is possible to give a Webmin user access to only part of the func-
tionality of a module. In the case of the Disk Quotas module, you can limit which users and
groups quotas can be edited, and on which filesystems they can be edited. This can be useful if
there is a person in your organization who is allowed to edit some or all quotas, but not perform
any other administrative tasks.

Assuming you have already created a user with access to the module, the steps to follow to set
thisup are:

1. Inthe Webmin Users module, click on Disk Quotas next to the name of the user that you
want to restrict.

2. Set the Can edit module configuration? field to No, so that the user cannot change the
commands used for setting and getting quotas.
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3.

4,

To restrict the filesystems on which quotas can be assigned, change the Filesystems this
user can edit field to Selected and choose them from the list below.

Set the Can enable and disable quotas? field to No, unless the user is responsible for
all user and group quotas on the allowed filesystems—otherwise he will be able to turn
off quotas for usersthat he is not allowed to edit.

. Change the Can configure quotas for new users? field to No, so that he cannot change

the quotas that are assigned to users created in the Users and Groups module. Only if the
Webmin user is allowed to edit al quotas on afilesystem should this be left set to Yes.

. If you do not want this Webmin user to change grace times, set the Can edit user grace

times? and Can edit group grace times? fields to No.

. To stop the user from handing out massive disk quotas, set the Maximum grantable

block quota and Maximum grantable file quota fields to the maximum blocks and
files that can be granted to any one user, respectively. There is nothing, however, to stop
him granting quotas to multiple users that add up to more than these limits.

. To restrict the UNIX users whose quotas can be edited, change the Usersthis user can

edit quotasfor field from All usersto one of the other options. The most useful isUsers
with UID in range, which restricts access to those users whose UIDs lie within the min-
imum and maximum numbers entered into the fields next to it. It is usually a bad ideato
allow the editing of ther oot user’s quotas, as setting it too low may prevent the system
from creating important PID, mail, and lock files. You can prevent this by selecting All
except usersand entering r oot into the field next to it, assuming that you want to allow
the editing of every other user. To stop the Webmin user editing any user quotas at all,
select the Only users option and enter nothing into the field next to it.

. Similarly, you can limit the groups whose quotas can be edited by changing the Groups

thisuser can edit quotas for field. Naturally, this only has an effect on filesystems that
have group quotas enabled.

10. When done, click the Save button to have the restrictions applied immediately.

7.12

Summary

After reading this chapter you should understand what disk quotas are useful for, and how to
enable them on any UNIX system. You should also know the difference between block and file
guotas, the connection between quotas and filesystems, and the effects of this on a server with
multiple filesystems containing user data. Finally, the differences between and effects of user
and group quotas should be clear.



CHAPTER 8

Partitions, RAID,
and LVM

his chapter explains how hard disks are partitioned and how filesys-
tems are created on those partitions. It also covers the use of RAID and
LVM to combine multiple partitions into one large filesystem.

8.1 Introduction to Hard Disk Partitions

All hard disks used by Linux and other operating systems on PC hardware are divided into one
or more non-overlapping regions called partitions. Sometimes an entire hard disk will be taken
up by one partition, but usualy your system will have at least two partitions on the primary
disk—one for the root filesystem, and one for virtual memory (also known as swap space). As
explained in Chapter 5, each partition can be used for either a single filesystem or for virtua
memory.

Every partition has a type which identifies the kind of data that it stores. There is atype for
Linux filesystems, atype for Linux swap space, atype for Windows filesystems, and many more.
Almost every kind of operating system that runs on PC hardware has its own partition type for its
own filesystems. When adding new partitions on your system, however, you will very rarely use
any types other than those specifically for Linux.

On PC systems, each hard disk can only contain four primary partitions. Because thisis often
not enough, it is possible for one of those four to be a special extended partition that can contain an
unlimited number of logical partitions. If you make use of an extended partition, there is effec-
tively no limit on the number that your hard disk can contain.

Every hard disk is divided into equal-sized cylinders, which represent concentric circles on the
surface of the disk. Larger hard disks generally have more cylinders, but due to different drive
geometries this is not always the case. Each partition has a starting and ending cylinder and occu-
pies al the space on the disk between them.
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Be very careful when changing or reformatting any existing partitions on your system.
Because they contain filesystem data, deleting or modifying one could wipe out al your files or
make your system unbootable. Webmin tries to prevent this, but it is still possible to do alot of
damage with only a few mouse clicks! Normally you should only need to create or edit partitions
when adding a new hard disk to your system.

8.2 The Partitions on Local Disks Module

All disk partition management in Webmin is done using the Partitions on Local Disks module,
which can be found under the Hardware category. When you enter the module, a page showing
all hard disks and partitions found on your system will be displayed, as shown in Figure 8.1.

All IDE and SCSI disks are shown, aong with their manufacturers and model numbers. If
your system has a hardware RAID controller that is supported by the module, the RAID devices
will be shown instead of the actual underlying hard disks that make them up. Disks and partitions
used for software RAID will be shown, but not the logica or virtual drives that they have been
combined into.

For each disk, al partitions on it will be listed showing their type, start and end cylinders and
current mount point, or other use. If the partition contains a filesystem, the amount of free disk
space will be displayed aswell. If apartition is being used for software RAID, the raid device that
it is part of will be shown. Similarly, if apartition is part of an LVM volume group, the group name
will be displayed under the Use column.
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Figure 8.1 The Partitions on Local Disks module.
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8.3 Adding and Formatting a New Partition

If you have just added a new hard disk to your system and want to make use of it with Linux,
you must first partition it and then format the partition as the filesystem type of your choice. The
steps for this process are:

1. Locate your new hard disk in the main page of the Partitions on Local Disks module. It
will probably not have any partitions on it, but it may have been set up with one large
partition by the manufacturer.

2. Assuming no partitions exist yet, click the Add primary partition link next to your new
hard disk. This will take you to the creation form shown in Figure 8.2 for entering the
details of the new partition.

3. If the new partition takes up the entire hard disk, the Extent fields can be left unchanged
as they are always automatically filled in to cover all the free space left on the disk. If
you want to create more than one partition, however, adjust the extent so that it takes up
only part of the disk.

4. If this partition isfor an ext 2, ext 3, rei ser f s, or xf s filesystem, set the Typefield to
Linux.

If it isto be for virtual memory, set the Typeto Linux swap.

If it isfor software RAID, set the Typeto Linux raid.

If itisfor LVM, set the Typeto Linux LVM.

If you are creating the filesystem for some other operating system to use, set the Type
field to whatever is appropriate for that OS.

5. Click the Create button to add the partition. Assuming no errors were detected, you will
be returned to the list of disks and partitions on the main page of the module, which
should now include the new partition.

6. If the new partition isto have a Linux filesystem created on it, you must follow the steps
in Section 8.4 “Creating a New Filesystem”. Virtual memory partitions can be added
immediately in the Disk and Network Filesystems module. Partitions for use with RAID
can be also be used immediately in the Linux RAID module but you must have created
all the partitions that will make up a RAID device before creating it. Partitions that will
be part of an LVM volume group can be added immediately using the Logical Volume
Management module.

8.4 Creating a New Filesystem

Before anewly created partition can be used to storefiles, it must first have a filesystem created
on it. Filesystems can also be created on partitions that have been used before, perhaps by
another operating system. However, be very careful when formatting a partition with anew file-
system, asany filesthat it used to contain will be lost forever.

The steps for creating a new filesystem are:

1. On the main page of the module, click on the number of the partition that you want to
reformat. Thiswill take you to the partition editing form, as shown in Figure 8.3.

2. Near the bottom of the page is a button labeled Create Filesystem with a menu of sup-
ported filesystem types next to it. See Section 5.13 “A Comparison of Filesystem Types’
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Figure 8.2 The partition creation form.

for information on the pluses and minuses of each type. When you have made a selec-
tion, click the button and it will take you to aform for selecting options for the new file-
system.

3. Depending on the type of filesystem chosen, different creation options are available. For
ext 2 or ext 3 filesystems, the only one that you might want to change is Reserved
blocks, which determines the amount of disk space reserved for the exclusive use of the
root user. The default is 5 percent, which | think is rather wasteful.

4. Click the Create Filesystem button to format the partition. A page showing the progress
of the new filesystem’s creation will be displayed, which can take some time for large
hard disks.

5. Assuming that the formatting is successful, you can now use the Disk and Network File-
systems module to mount the new filesystem.

8.5 Partition Labels

Labels are a feature of newer versions of Linux that allow a partition to be identified in the
/ et c/ f st ab file by a short name rather than its IDE or SCS| device file, such as/ dev/ hdb3.
Device files can change if you change an IDE drive from one controller to another, change the
ID of a SCSI drive, or even add a new SCSI drive with an ID lower than an existing drive. Any
of these changes could cause a partition to fail to mount at boot time—possibly making your
system unbootable. Partitions with labels can be referred to be label name, however, which does
not change even if the device file does.
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Figure 8.3 The partition editing form.

Some newer Linux distributions use labels by default for filesystems that you create at install
time. If you use the Disk and Network Filesystems module on such a system, the L ocation column
for these filesystems will be something like Partition labeled /home.

Only partitionswith ext 2, ext 3 or xf s filesystems on them can belabeled, asthelabel isstored
in the filesystem rather than the partition table. To label an existing filesystem, follow these steps:

1. On the main page of the module, click on the number of the partition that you want to
label. Thiswill take you to the partition editing form, as shown in Figure 8.3.

2. Assuming the partition is not currently in use, you will be able to enter the new label into
the Partition label field. It must be at most 16 characterslong—for example /home or root.

3. After you have entered the label, click the Save button. It will be stored in the filesystem,
and the browser will return to the module€’s main page.

4. At this point, the Disk and Network Filesystems module can be used to mount the
labeled filesystem by label name, as explained in Chapter 5.

8.6 Deleting or Changing a Partition

Once a partition has been created, its size or position on the hard disk cannot be changed using
Webmin. The only things you can do are change its type or delete it. Neither are possible, how-
ever, if afilesystem on the partition islisted in the Disk and Network Filesystems module—that
is, if it is currently mounted or recorded for mounting at boot time.
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Changing the type of a partition will not harm the dataon it in any way. It may, however, make
it unusable by some operating systems or for some purposes.
The steps to change itstype are:

1. On the main page of the module, click on the number of the partition that you want to
change. Thiswill take you to the partition editing form.

2. Aslong asthe partition is not in use, you will be able to select a new type from the Type
field and click the Save button.

3. Once the change has been made, the browser will return to thelist of disks and partitions.

Deleting a partition should be done only if you are sure that you want to lose all the data onit. It
isthe only way to make some changes to the partition table in Webmin, however, such as replac-
ing two small partitions with one larger one. If you are sure that you want to go ahead with the
deletion, use the following process:

1. On the main page of the module, click on the number of the partition that you want to
delete, which will take you to the partition editing form.

2. Click the Delete button, which will only appear if the partition is not in use. This will
take you to a page for confirming the deletion.

3. If you are really sure you want to go ahead, click the Delete Now button. Oncethejob is
done, you will be returned to the main page of the module.

It is theoretically possible to restore a deleted partition by creating a new one with the exact
same size and extents.

8.7 Module Access Control

Surprisingly, it is possible to limit the access that a Webmin user has to certain disks in the Parti-
tions on Local Disks module. This could be useful if your system has a removable drive (like a
Zip or Jaz drive) that you want users to be allowed to partition with Webmin, while preventing
them from reformatting the primary hard disk.

Once a user has been granted access to the module, the process to restrict the disks that he
can access includes the following steps:

1. In the Webmin Users module, click on Partitions on Loca Disks next to his username.
Thiswill bring up the module access control form.

2. Change the Disks this user can partition and format field to Selected, and choose the
disks that the user should be allowed to partition and create filesystems on from the list
bel ow.

3. To stop the user seeing disks on the main page that he cannot manage, change the Can
view non-editable disks? option to No.

4. Findly, click the Save button to activate the access control restrictions.

Just being able to partition and format adisk is not particularly useful, unlessit can be mounted
as well. The Disk and Network Filesystems module has no support for access control restric-
tions, because giving a user the rights to mount a filesystem would open up several security
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holes. A better solution is to set up an automounter filesystem so that removable devices can be
mounted by just entering a special mount-point directory.

8.8 Other Operating Systems

Solaris is the only other operating system that has a module for managing disks and partitions,
however there are several differences between Linux and Solaris:

* Every Solaris disk has exactly 8 partitions, some of which may have no extent if they are
not being used. Partitions never need to be created or deleted and there are no extended
or logical partitions.

» When editing a Solaris partition, its extents can be changed without needing to delete
and recreate it. This will, however, amost certainly result in the loss of data on the
partition.

* Every partition has a type that indicates what it is used for. Ther oot typeisusualy for
the root directory filesystem, the swap type is for virtual memory, the usr type is for
other filesystems, and the unassi gned type isfor empty partitions.

» Each partition has two flags—M ountable and Writable—which indicate whether it can
be mounted or written to, respectively.

* The only filesystem supported on Solaris partitions is uf s—the native UNIX filesystem
type.

« Partition labeling is not supported on Solaris.

* When editing the module access control, there is ho Can view non-editable disks?
option.

The RAID and LVM modules explained below are not available on Solaris or any other operat-
ing system.

8.9 Introduction to RAID

RAID (which stands for Redundant Array of Inexpensive Disks) isamethod for combining mul-
tiple partitions on different disks into one large virtual device, also known asaRAID array. This
has several advantages:

* You can create asingle filesystem that is as big as all your existing hard disks, instead of
needing to mount each one separately at a different mount-point directory.

* In most cases, reading to and writing from a RAID device is faster than accessing a
single disk, because the data being read or written is spread across multiple drives.

» With the right configuration, data on a RAID device can survive even if any one of the
hard disks fails. Thisis done by spreading redundant information across al drives, and
comes at the cost of some disk space.
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The different types of RAID configuration are called levels. The levels supported by Linux are:

Concatendated or Linear Inthismode, al the partitionsin the RAID array are
combined end-to-end into one large virtual device. Data written to the device will
fill up the first disk and then go on to the second disk, and so on. Linear mode does
not generally make data access any faster, as all the blocks of a file being read or
written are likely to be next to each other on the same disk.

RAID 0 or Striped As in linear mode, multiple partitions in striped mode are
also combined into one large device. Data written to the array, however, will be
spread evenly across al disks so that reading or writing a single large file is much
faster. Ideally, if you had 5 disks in your striped RAID array, then accessing data
would be 5 times faster. The only problem with this mode is that it does not deal
well with disks that are not all the same size—any space on a disk that islarger than
the rest will still be used, but only at its normal speed.

RAID 1 or Mirrored In mirrored mode, every partition in the array contains
exactly the same data. This means that in the event of adisk failure, your datais safe
even if only one disk survives. The down side is that under normal conditions most
of the disks are wasted and the usable space on the array is only as big as the
smallest partition. Reading from amirrored array is as fast as reading from a striped
array, but writing will be as slow as the slowest disk due to the need to write all data
to al disks simultaneously.

RAID 4 or Parity Parity mode is rarely used, as it offers no real advantage over
RAID 5. It provides protection against a single disk failure and increases read speed
but not write speed. A RAID 4 array can survive the loss of any one disk because it
dedicates one disk to the storage of parity information, which can be used to re-
construct data on other disks if one of them fails. Because all writes to the array
cause awrite to this disk, it becomes a bottleneck that slows done the entire array.

RAID 5 or Redundant This is the most useful RAID mode as it provides
protection against a disk failure, increases read and write speeds, and combines
multiple partitionsinto one large virtual device. A RAID 5 array can survivethe loss
of any one disk without the loss of all data, but at the expense of sacrificing some
space on al the disksfor storing redundant information. It is faster than linear mode,
but not quite as fast as striped mode due to the need to maintain redundancy.

This chapter only covers the RAID configuration software on Linux. If your system has a sepa-
rate RAID controller card or external array, you will need special software to set it up. Virtua
RAID devices on hardware controllers will show up in the Partitions on Local Disks module for
partitioning, just like any real hard disk would. They will not be visible or configurable in the
Linux RAID module.

8.10 The Linux RAID Module

This module alows you to create, format, and delete RAID arrays on your Linux system. Like
the other hard-disk related modules, it can be found under the Hardware category. When you
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enter the module, the main page will display existing RAID devices (if any), as shown in
Figure 8.4.

If Webmin detects that the commands used to set up RAID are missing from your system, an
error message will be displayed on the main page of the module. Most Linux distributions, how-
ever, should have a package on their CD or website containing the RAID commands. A different
error will bedisplayed if your Linux kernel has not been compiled with RAID support. In this case,
you may have to recompile the kernel with RAID supported turned on.

Assuming al the necessary packages have been installed, adding a new RAID deviceisrda
tively easy. The stepsto follow are;

1. In the Partitions on Local Disks module, create a partition on each disk that you want to
use for RAID. Existing partitions can also be used, as long as they do not contain any
data that you do not want overwritten. A disk that is partially used for some other pur-
pose can aso have a new partition added for RAID use, athough this may negate some
of the performance benefits.

Every partition that is going to be part of the RAID array should have itstype set to
Linux raid. Unless you are using linear mode, al partitions should be the same
size so that space on the larger partitionsis not wasted.

2. At this point, it may be necessary to reboot your system. Some Linux kernels can only
detect new partitions at boot time. If you do not reboot and the partition is not detected,
the creation of the RAID device will fail.

Figure 8.4 The Linux RAID module.
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3. On the main page of the module, select the RAID level that you want to use and click the
Create RAID device of level button. Thiswill take you to aform for selecting the parti-
tions to be part of the array and other options, assuming Webmin d