OmniMix, MesNews, & QuickSilver Setup

I. Send Messages to New Groups Anonymously through MesNews/OmniMix
II. Send Emails Anonymously through QuickSilver

Forward: Sending email and news messages anonymously has both pro and
con arguments. Freedom of speech in America is a very coveted right that most
citizens agree upon. Some people will argue that anonymous remailers will be
used for evil purposes and therefore, no one should be allowed to use them. Itis
this authors position that no excuse should be embraced that interferes with our
Constitutional rights, including our right to freedom of speech, including the
freedom to speak anonymously. (See: 'Communicating Anonymously' at end.)

Purpose of this document: This document will attempt to explain through step
by step instructions how to set up the following programs that will anonymously:
1. post news to news groups using the newsreader MesNews through the
OmniMix switchbox program and 2a. send emails and 2b. post news to news
groups using the QuickSilver program. All of these programs are excellent free
clients, however, they can be somewhat intimidating for many users to set up on
their own. OmniMix can be especially intimidating because it has many abilities
that do not pertain to your needs.

Preparations:

Go to the links below and download the following programs:

(Note: If you are desiring to setup to access/post to newsgroups only, you can
skip downloading QuickSilver. If you are desiring to setup to send anonymous
emails only, then download only QuickSilver.)

(In a PDF document, click the 'Select Text' button and then the text can be selected and copied.)

www.mesnews.net
(Click on the flag identifying your language, click on the '.download' link on the
left side of the page, and click the 'click here' button to download the
MesNews program. The download file should look something like:
'setup-mesnews-1.8.2.0.exe".)

www.danner-net.de/om.htm
(Scroll down the main web page to the 'Downloads' section. Click on the link
to the right of 'Latest versions of OmniMix'. It should look something like:
'OmniMix 1.5.4 (sig)(installer with all necessary binaries)'. [The signature
(sig) that can be used to verify the file's authenticity can also be downloaded,
however, verifying it is beyond the scope of these setup instructions.] Do not
download any other files from the OmniMix site. All the necessary files are
contained in the 'Latest versions of OmniMix' downloaded file. The
download file should look something like: 'OmniMix_1.5.4_Uno_Setup.exe'.)


http://www.mesnews.net/

ftp.quicksilvermail.net/pub/quicksilver
(Click on 'gs1.2.7.exe' to download the QuickSilver program. Do not
download QuickSilver from any other site. The similarly named file that
has the '.sig' appended to its end is the signature file that can be used

to verify the '.exe' file. Verifying the file is beyond the scope of these setup
instructions.)

Installations:

Step 1: Install MesNews by double clicking on the '.exe'. I like to keep all my
encryption programs in a special folder called 'C:\Encryption\', however,
it shouldn't make any difference where you install any of these programs.
Keep the programs in separate folders, however. You could use
'C:\Encryption\MesNews\' for the MesNews files.

Note: MesNews likes to put the downloaded news into a folder that is
outside of the folder that MesNews is installed in. I personally
like to keep it in a folder within the MesNews folder as below.

r ~ y

Datafolder
? .

Where has the data of MesNews to be installed?

The data of MesMews is stored in following folder.
Cortinue or select another folder with the browse button.

ff you do an update indicate the path to your MesMNews data.
To restore the default, click on "Default”

C:\Encryption\ MesNews\NewsData | Browse... |




Step 2: Install OmniMix by double clicking on the ".exe'. All you will need is as
pictured below. You could use 'C:\Encryption\OmniMix\' for the OmniMix
files.

Select Components
Which components should be installed?

Select the components you want to install; clear the components you do not want to
install. Click Mext when you are ready to continue.

[i:ustum installation P

OmniMie - Pathway to the Remailer World 6.8 MB
Mimaster - Remailer Interface 1.1 ME
GruPG - Gru Privacy Guard 38 ME
[] Tor - The Onion Router 21 ME
Server Certificate Creator Files 1.4 MEB
Client Corfiguration Files 0.1 MB

Cumment selection requires at least 13.5 MB of disk space.

<Back | Net> | | Cancel

Step 3: Install QuickSilver by double clicking on the '.exe'. While going through
the setup, you will be asked for your correct email address and SMTP
host. You can enter these without any problem (or you can enter fake
information). Finding your SMTP Host name will be covered later.)

QuickSilver 1.2.7

E-Address & Mail Server

| need your ‘actual' email addrezs and the mail zerver pou normally zend out- I
going mail through.  These will be uzed to create a default message and
USEMET arhicle. Chck. Mest' when finished.

Your Address: [example: My Mame <myzeli@mpuzual nets |
I YourEmailAddress@YourISP.net

SMTP Host: [exarmple: mail rmpuszual net]

I smtp.YourIlSP.net




Step 4: You will download and install Mixmaster with the QuickSilver program.
Start QuickSilver and a window will pop up concerning downloading
Mixmaster. Click on the 'Get Mixmaster' button, click 'OK' on the next
window, choose the 'ftp.quicksilver.net/pub/quicksilver' link in the drop
down box, click the 'Next' button, click to highlight the line containing
'Mix29b39.zip' and then click 'Next' to download the Mixmaster file.
Next click the 'Run Setup' button, then click 'Next', change the path
where Mixmaster is to be installed if you so desire ['C:\Encryption\Mix'],
click 'Next' and finally click 'Install'. Mixmaster is now installed on your
computer and QuickSilver knows where to find it.

-- End of program installation section. --



The following instructions will show you how to set up:

I. MesNews with OmniMix
II. QuickSilver



I. MesNews with OmniMix

Send messages to New Groups Anonymously through MesNews/OmniMix
(The MesNews program can also be used to download and read news.)

MesNews is the news agent that connects to OmniMix, and OmniMix is the
encrypting / sending agent.

OmniMix Setup:

Step 1. Logon to the internet. Start the OmniMix (OmniMix.exe) program. As
you can see, there are many tabs on the program's interface. You will
need to click on the required tab to get to the various fields that need
modifying. Set the parameters as they appear in the examples below
or according to instructions.

Start by clicking on the Services tab and set the parameters as you see
them here. I don't think that the User Agent drop down box choice is
critical, so do your best with setting it.

i — -

Ml:n:IN_I,Im] SetNym] NwsNym] Cert ] Log ] iz ]
Header | Fiter | WME | MixTor | ConTor | EdiTor |
Anan ] Server] Hews ] b ail 5 ] Anon kail 5 ] MailF‘]
Statelnt] State Ext  Services lHashcash] Gpg ] Uszer ]

HTTF / Finger ] DNS |

User&gent Randorm [
Mozilla/5.0 [windows: U windows N~ |

Timeaut Server +| = -RU 0| #]
Conmect | 20000 |vahoo.com -
ricrogoft com
Read 20000 | & Click on whitehouse.gov to highlight, then
Check for Internet Connection before Stats Update | ;Irllfr;he minus button, and then delete this
The reason for this suggestion is because
. of a report that the FBI is monitoring and
Stop | Simulate | Start @@@ logging every inquiry that is made to a
[[IIIIII1] QoW site.
i Clear Log IO
Ol ?'1.'5'4 Hne —_— Uncheck the two check boxes.
S 2003 Christian Danner Mix Files
vy, dariner-net de Clear Data

pretect your individual privacy
it's a fundamental human right

Clear kix




Step 2. Next clicking on the State Int tab and then the Mixmaster (T2) tab.
To change the parameters in the Starex box, click on each individual line

in the box and then click the = to edit, - to delete, or + to add data in
the box. No changes are necessary for the other sub tabs.

Mn:u:lN_l,lm] SetN_l,lm] NwsN_l,lm] Cert ] Log ] Mizc ]
Header | Fiter | WME | MisTor | ConTor | EdiTor |
Anaon ] Server] Mews ] Mail 5 ] Anon Mail 5 ] MailF‘]
State Int lState E:-:t] Sewices] Hashcash] Gpg ] zer ]

Mixmaster [T 2] l Cypherpunk (T1] | Nym | Mail2News |

Femailers |mixktypez list Starex  +|=| - #
- O eelbazh -

Keys rixspubring. mix apfa

Stats mixhmlist, bt rightrriz: -

biwmaster |mi:-:"-.mi:-:.e:-:e

Reliab min lE firn lE Latency |_1 Distance |_4

Stop | Simulate | Skart @@@
ENNEEEREEN

Omnitdix v.1.5.4 uno Clearlog | OIrm

& 2008 Chriztian Danner -
Clear Data Mix Files

iy, daniner-net. de
pratect your individual privacy . |
Clear Mix

it's a fundamental human night




Step 3. Next click on the State Ext tab and then the Mixmaster (T2) tab and
change it to the parameters displayed below. No changes are necessary
for the other sub tabs. After setting the http addresses, click the
Update State Data button if it is enabled to force a statistics update. You
will probably see some data being written in the window to the right of
the tabs. Disregard the 'Finger error' messages on the log page.

Cowve 11

MD-:IN_I,Im] SetN_l,lm] NwsNym] Cert ] Log ] Mizc ]
Header | Fiter | WME | MisTor | ConTor | EdiTor |
Anon ] Server] Mews ] Mail 5 ] Anon Mail 5 ] MailF‘]
State Int  State Ext lSewices] Hashcash] Gpg ] zer ]

Mixmaster [T 2] l Cypherpunk (T1] | Nym | Mail2News |

Remailers |http:a’a’pinger.bananasplit.infcu.-’t_l,lpezIist

Keps |http:.-".-"pinger.I:uananasplit.infu:u.-"pul:uring.mi:-:

Ctats |http:a’a’pinger.I:uananasplit.infu:u.n’mlist.t:-ct

Update State Data | Use Tor |Disabled Ra

Scheduler v | 180 | 120 | 30 i, z/pdf

Stop | SirnLilate | Chart @@@
EENEEEEEN

Omnitdix v.1.5.4 uno Clearlog | OIrm
@ 20082 Christian D anner Lo
Wi Files

it's a fundamental human right

anay. danner-net. de Clear Dats
rotect your individual privac . |
° b i Clear Mix

http://pinger.bananasplit.info/type2.list
http://pinger.bananasplit.info/pubring.mix
http://pinger.bananasplit.info/mlist.html

Additional: http://stats.melontraffickers.com/typeZ2.list
http://stats.melontraffickers.com/mlist. txt
http://stats.melontraffickers.com/pubring. mix

Note: The url addresses are addresses of what are called Pingers. These

are sites that run these free services that are necessary to determine

if individual remailers are up and running properly. The two groups of
Pingers above have proven to be very reliable over a long time period
and are recommended. This could change in the future, however, and
this document will be updated if and when necessary. For now, use the
bananasplit pinger as shown. If you have trouble with getting statistics
downloaded, ask for advise in this news groups:

alt.privacy.anon-server



Step 4. Next click on the User tab. Click on the OmniMix line to highlight it and
then click the = button. Fill out the information as shown and click
'Accept'. (If there should not be an OmniMix line already present when
you click the User tab, then create the line by clicking the + button.)
Note: The password is displayed in an encrypted form in the User tab.

—

- — Editing User Account Item

Mu:u:IN_I,ImI SetN_l,lmI NwsNymI Cert I Log I hizc I
Header | Fiter | WME | MiTor | ConTar | EdiTor ||| MName
Anon I SErverI =T I kd ail 5 I Anon Mail 5 I MailF‘l
Statelntl State E:-:tl Servicesl Hashcashl Gpg User

/ Buttons —» +| :I - 1:t| Account I':'l'ﬂﬂil'ﬂiH

r@ OmniMix

IEImniMi:-c

Active NNTP W SMTP W PoF2 W

1l —
i zer M5 |P |Account |Passwrd |Men Pazsword I':"T'”'m"':
Ornribdis Wo|W % |omnimi
Mym " (it [ Fe My b
F |:| b
Stop | Simulate Start @@@
[ENNEENNEEN]
Omribiz v.1.5.4 uno ClearLog | Mmoo
@ 2008 Chrigtian 0'anner

kiw Filez

vy, danner-net. de Clear D ata
rotect your individual priv . Cancel
; 4 i Clear ki |

it's a fundamental human right




Step 5. Next click on the Anon tab. Set the Number of Copies to 3, 4, or 5.
Click on the M2N Gateway drop down box and place the cursor at the
beginning of the data therein. Then type or paste at the beginning
position the following:

mail2news@bananasplit.info,
The complete line should look like this:

mail2news@bananasplit.info,mail2news@dizum.com,mail2news@m2n.mixmin.net

. UEEESS

[ ) OmniMix

Mu:u:lN_l,lm] SetN_l,lm] NwsNym] Cert ] Log ] Mizc ]
Header | Fiter | WME | MixTor | ConTor | EdiTor |
Statelnt] State E:-:t] Sewices] Hashcash] Gpg ] Idzer ]
Anon | Server | News | Mails | AnonMals | MailP |

Sleays use Mismaster for MNews W Mai [v
Mumber of Copies |_5 Usze 'Bnon Mail 5' Host W

Aror Fram Mews |N|:|n j |.-'-‘-.r'u:un <anun@dnmain.inv-ﬂ
b il |N-:|r'| j |.-'-‘-.r'u:un <anun@dnmain.inv.ﬂ

Remailer  Mews |':”:":”:' j J
Mal [ |0000 ~1 -]

MEN Gateway W}mailEnews@hananasplit.infn:n,maiﬂ

Chap | Simulate | Chart @@@
ENNNERNEN

Ornrnitdix v.1.5.4 uno ClearLog | MMM
& 2008 Chrigtian D anner Mix Fil
anay. danner-net. de Clear Dats s

it's a fundamental human night Clear Mix |

protect your individual privacy




Step 6. Next clicking on the Server tab and set the parameters as displayed
below.

Ml:u:IN_I,Im] SetNym] NwsNym] Cert ] Log ] iz
Header | Fiter | WME | MixTor | ConTor | EdiTor

l
l
Statelnt] State E:-:t] Services] Hashcash] Gpg ] |dzer ]
non  Sever | News | Mails | AnonMal§ | MailF |

Mews [MMTP)  Mail Snd [SMTP] Mail Ry [POP3)

Active v v v
P [127.0.01 [127.0.0.1 [127.0.0.1
Port 119 | 25 |1

550 |TLS enabled || TLS enabled || TLS enabled = |
Auth, |Llser gpecific j|Llser gpecific j|Llser specificﬂ

Ext.5. v [
Stop | Simulate | Chart @@@
o OITIITTTT]
Omnitiz v.1.5.4 uno ClearLog | Moo
2 2008 Christian Danner Mix Filess
. danner-net de Clear Data
protect your individual privacy . |
it's & fundamental human right Clear Mix

Note: When OmniMix is started, it starts in Start mode and displays the
N S P circles in green. You can stop OmniMix by clicking the Stop
button if desired (which will cause the N S P circles to become red),
but stopping it should not be necessary. Note that when you change
certain fields in some tabs, that OmniMix will automatically stop. If
OmniMix stops, close the program after all your modifications and
restart it.

-- End of OmniMix setup section. --



MesNews Setup:

Step 1. Start MesNews and click the upper left corner menu item: 'File' and then
'Settings'. Click on the necessary tab and set the fields therein to:

Before starting, you must setup the default settings.
Mote : They can be reconfigured for each server/group.

| Miscellaneous I Advanced | Charsets
Groups | E-Mail | Signature | Formulation

Mewsgroup Account

Mame ; anon

Organisation :  |anon

E-Mail : anon@domain.invalid

Reply-to : anon@domain.invalid

" Apply L Cancel |

Default settings

Before starting, you must setup the default settings.

Mote : They can be reconfigured for each server/group.
Miscellaneous | Advanced I Charsets

Groups E-Mail | Signature | Formulation

Outgoing E-mail

E-mail :

QOutgoing E-mail (SMTP) @
SMTP Port :

Authentification required [ |
Login :

Password :

" Apply | L Cancel

After setting these fields, click 'Apply".




Step 2. Next click on the menu item: 'Server' and 'New Server'. Set the
fields therein to:

Server management

| Formulation Advanced I Expert | Charsets
General Authentification | Signature

Information about server

Address server : localhost

Mewsaccount

Local name for server :

|Mixmir| via OmniMix

User info

[1Use default settings

Name ‘anon

Organisation : |r1|:me

E-mail : |anan@d0main.inva|id

Reply-to : |anan@d0main.inva|id

7 Apply “ Cancel

Server management

Formulation | Advanced | Expert | Charsets
General | Authentification | Signature

Login / Password required

Lagin : | omnimix;ht=news.mixmin.net;pt=119;tl=e;to=no |

Password : |0mnimix |_?J

[ 1This server needs a secure connection (S5L)

" Apply A Cancel

Login: omnimix;ht=news.mixmin.net;pt=119;tl=e;to=no




Formulation | Advanced I Expert | Charsets

General | Authentification | Signature

Signature
[1Use default settings

[ |Random Signature Signatures

e

X-Face
[ JUse default settings

File | | Source

 aon

Authentification | Signature

Formulation | Advanced | Expert | Charsets

Formulation
[ JUse default settings

[ |Random formulation Formulation

b

o




Server management

General Authentification | Signature
Formulation Advanced | Expert | Charsets

Check on new newsgroups

[ |No synchronisation for this server

Port server :
~ Apply A Cancel

Server management

General | Authentification | Signature
Formulation | Advanced Expert | Charsets

When you don't configure these settings right, it is possible
that MesNews won't work properly. Change this only if you
know what you're doing.

[ |Use default settings

Headers generated by MesNews
[ |Header date :
[ |Header Message-ID : <unigue@domainz
# <domain> created depending on post

{ =domain= fixed :

Code from header

" Apply £ Cancel




Server management

General | Authentification | Signature
Formulation | Advanced I Expert | Charsets

[ 1Use default settings

The charsets which are used when sending a message
Use only one charset at a time

[l isp-8859-15 o~
#iso-8859-1 W
M utf-g

[ cPp1250
[cp1z251
[cpi1252

[ cp1253
[cp1254

[ cPp1255
[cpi125a6
[cpi1257
[cp125s8
[iso-8859-10
[Tisp-8859-13
[isg-8859-14
[Tisn-8859-16
[isp-8859-2
[iso-8859-3

Default settings |

7 Apply “ Cancel

After setting these fields, click 'Apply'.



Step 3. Now you need to download all the news groups. Do this by right clicking
on the 'Mixmin via OmniMix' line and then click 'Show newsgrouplist'.

& MesNews - 74.185.97.185
Fi

le Server Group Messages Settings Options Hel

e L=

Mixmin via OmniMix

- Servers

......... Subjec
=2 Mixmin via OmniMix € Right click
g g:EE;::gE:‘?gggT Server properties (localhost)
B alt.test.test (10C Show newsgrouplist €&—
-l Local
-l Post box

Sent items (10)
Items to sent (0]
Concept (2)

@ Backup




Step 4. Clicking on 'Show newsgrouplist' will bring up the window below. After
the list is built, go down and click on the group you desire to monitor.
After clicking on a group, then click the 'Subscribe' button to subscribe
to that group. After making all of your selections, click the 'Close'
button at the bottom of the interface.

MNewsgroups on server :  Mizmin via OmniMix [localhost)
Filter : M Filterl [ Case set| |New grou

2l @ @) Time |d8¥ Code | Group . . . | Awalla... | Ferver grnpertie{
2006 - 4242 alt.comp.lang.assembler ? -
2007 - 4243 alt.comp.lang.awk ? :
2008 - 4244  alt.comp.lang.beos ? [ Subscribe |
2009 - 4245 alt.comp.lang.borland-delphi ?
2010 - 4246 alt.comp.lang.c ?

. alt.comp.lang.c++.misc ?

2012 - 4247  alt.comp.lang.calculators.casio ?
2013 - 4248  alt.comp.lang.calculators.hp ?
2014 - 4249  alt.comp.lang.calculators.oth... ?
2015 - 4250 alt.comp.lang.calculators.sh... ?
2016 - 4251 alt.comp.lang.calculators.ti ?
2017 - 4252 alt.comp.lang.cobol ? New |
2018 - 4253 alt.comp.lang.coldfusion ? —
2019 - 4254 alt.comp.lang.corelscript ?
2020 - 4255 alt.comp.lang.delphi ? LEGEE |
2021 - 4258 alt.comp.lang.forth ?
2022 - 4257  alt.comp.lang.fortran ? Ll |
2023 - 4258 alt.comp.lang.haskell ? subscribed groups
2024 - 4259 alt.comp.lang.hb++ ? 13760
2025 - 4260 alt.comp.lang.java ?
2026 - 4261 alt.comp.lang.java-games ? MNb subscription :
2027 - 4262 alt.comp.lang.javascript ? 3
2028 - 4263 alt.comp.lang.jcl ?
2029 - 4264 alt.comp.lang.learn.c-c++ ?
2030 - 4265 alt.comp.lang.linoleum ? Create group |
2031 - 4266  alt.comp.lang.lotuscript ? .
2032 - 4267  alt.comp.lang.macros.misc ? Description |
'Jr]lf?? - 4268  alt.comnlanao.ms-dos | 7T
4 L1

[ |Open selected group +" Close |




Step 5a. There is one final step that has to be done to each of the newsgroups
you have chosen. Right click on each of the news group names and then
click the 'Group Properties (unique.group.name)' menu item. This will bring
up the window in Step 5b.

& MesNews - 74.185.97.187

File Server Group Messages Settings Options Hel

ey LI

Mixmin via OmniMix

-li@ Servers | Subjec!
=E Mixmin via OmniMix
b alt.privacy (554) € Right click on each news
B alt.privacy.anon-server &— group name and then the
alt.test.test (1030) €—-a" 'Group properties’ menu
- Local item.
- Post box
Sent items (10) Server properties (localhost)
Items to sent (0) .
Concept (2) Show newsagrouplist
@ Backup — Group properties (alt.test.test)

Unsubscribe

Synchronization of the group 3

Move the group up

Move the group down

Insert line after this group



Step 5b. Type (or copy from below and paste) the information you see into the
'list box" window found in the 'Headers' tab and then click 'Apply'. Again,
this needs to be done for each news group that you choose in Step 4, so
now go back to Step 5 and do the same any additional news groups that
you have selected.

| Identity | Synchronization I Signature I Formulation
Headers | Authentification | Posts | Charsets

A list of headers which you want to add to the messages.
Example : If vou want that vour messages aren't recorded, use
the header "¥-No-Record : Yes"
O-Anon-Send: Yes -
O-Anon-From: Mon
O-Newsgate-Active: Yes |
O-Newsgate-Address: mailZnews@dizum.com, mail2news@m2n.mixmin.net
O-Remailer-Chain: 0000
O-Remailer-Copies: 4

4 L) 2

Headers test |

" Apply . Cancel

O-Anon-Send: Yes

O-Anon-From: Non

O-Newsgate-Active: Yes

O-Newsgate-Address: mail2news@dizum.com,mail2Znews@m2n.mixmin.net
O-Remailer-Chain: 0000

O-Remailer-Copies: 4



Headers | Authentification I Posts | Charsets
Identity |, _Synchronization : signature | Formulation

Subscription / synchronization

[v] Subscription to the group

Storage of the messages

Save messages for at least : 0 Days
[ JAlways keep followed conversations

[ ]Remove conversations with unread messages

Synchronization
'No synchronization

Download number of new messages
 Download new headers

#® Download headers + body's

Reinitialize this grnud

Course

|w| Take part of groupreading with CTRL+U

+ Apply . Cancel

After making these changes, click 'Apply'.

You should now be ready to use MesNews with OmniMix to view and
answer news articles. Be sure that OmniMix is running when you start
MesNews.

-- End of MesNews setup section. --

Thanks to the author of OmniMix for helping with this setup.



II. QuickSilver

Send email messages to other email addresses anonymously and
Send messages to newsgroups with anonymous mail2news messages

(The QuickSilver program can be used to send anonymous email messages
to other email addresses and news messages to news groups, but it does
not have the capability of receiving mail or news. In this setup, QuickSilver
is @ completely independent program and is not connected to MesNews or
OmniMix.)

QuickSilver Setup:

Step 1. Start the QuickSilver program. There are a few simple things that must
be set for QuickSilver to work properly.

[ b

File Edit Eeyring View Tools Mailbox Clipboard Window Help
B~ B & & & B R 68 T Updae | B HO




Step 2. Click on the 'Tools' menu item and click the 'Remailers' menu item. You
are going to only use what is called the Mixmaster system so only the
'mlist.txt' and 'pubring.mix' check boxes need to be checked. The Vista
operating system will not write out the required information properly
unless the 'Error Check' check box is checked, so be sure it is checked.
If you do not check the 'Error Check' check box, then the 'typeZ2.txt'
check box needs to be checked.

[ Remailer Statistics E_t_l(eirings_ ﬁ1
|
Statistics & Keyrings l Reszults ]
URL Manager
[w izt ket |http:.-"a"pinger.I:uananasplit.infu:u"mlist.html ﬂ
[v pubring.mix |http:.-’a’pinger.I:uananasplit.infua’pul:uring.mi:-: j v Euror Check
r
sttt | -] Delete...
[ pubring.azc | ﬂ Progy

Fleaze see Help Topic "which Pages Do | Meed" for a brief explanation of
the itemsz above and which you'l want to update often.

[tems checked are in effect during manual and auto updates. URL changes on this page are kemparary.

Update Ok Cancel Help




Step 3. Next click on the 'URL Manager' button. Click through the first three
tabs, 'Mix List', 'Mix Keys', and 'Mix TypeZ2', and replace the entries

with the entries shown below.

i List |

Mixs Keps I kix Type? I Cpunk List I

Cpunk Feys

S
|

hitp:fpinger bananasplitinfo/mlist.himl
http:ffstats. melontraffickers.comfmlist t
4

Double-click any URL to bring it to the top Cancel

http://pinger.bananasplit.info/mlist.html
http://stats.melontraffickers.com/mlist.txt

kim List Mix Keys | bim Type? | Cpunk. List | Cpunk Feys

=5
|

http:ffpinger bananasplitinfo/pubring.mix
hitp:/fstats melontraffickers. comfpubring. mix
4

D ouble-click ang URL to bring it ko the top Cancel

http://pinger.bananasplit.info/pubring.mix
http://stats.melontraffickers.com/pubring.mix

kdix Lizt I kdin Kepz Mix Type2 | Cpunk List I Cpunk Keys

[
I

http:/fpinger. bananasplitinfotype? list
hitp:ffstats. melontraffickers. comftyped list

4

Double-click any URL to bring it to the top

Caricel

http://pinger.bananasplit.info/type2.list
http://stats.melontraffickers.com/type?2.list

After making the entries, click 'OK".




Step 4. Next select the respective 'pinger.bananasplit.info' addresses in the
mlist.txt and pubring.mix drop down list if they are not already present.
Then click on the 'Update' button. You must be connected to the
internet when doing the update. You should then see the required
information being downloaded. Click 'OK"' after the download ends to
close out the window and get back to the QuickSilver main interface.

Remailer Statistics & Keyrings ﬁ
Statistics & Keprings | Results I
URL Manager |

[w rolist b=t Ihttp:.-".-"pinger.l:uananasplit.infu:-.-"mlist.html ;I(—

. . w Errar Check
[v pubring. i Ihttp:ﬁpinger.bananasplit.infu:u’pul:uring.mi:-c ;I{— ' Error Chee
[T tvpezlist
[ dist st | | Delete...
[ pubring.asc | ;I Frosy

Pleaze see Help Topic "which Pages Do | Meed" for a brief explanation of
the itemz above and which you'll want to update often.

[terns checked are in effect during manual and auto updates. UL changes on thiz page are tempararny.

Update Ok Cancel Help




Step 4. Now you need to do a test to see if you need to do Steps 6 and 7. The
test is to send a test email to yourself. Click on the the new message
button and then click the 'Message' menu item.

File Edit Keyring WYiew Tools Mailbox Clipboard Window Help
O~ & & & & B R 6 Updae B O
—» Message

Usenet Article

Bug Report...

Mote

Step 5. A small window will be placed inside of the QuickSilver main interface
that is the mail window. Maximize this inner window for better viewing.
Replace the lines that come with QuickSilver with the lines displayed
below. Then modify the 'Host: ' line to your ISP's smtp name (see
step 7 below for more information on finding out what your ISP's smtp
name is). Note that there must be a space between the colon ': ' and
data entry of each parameter. Modify the 'From: ' line to your email
address, which will only be passed to your ISP and is required. Normally
you would put the email address of someone else in 'To: ', however,
since you are sending a test email to yourself, place your own email
address in the 'To: ' field. Now put in 'Subject: Test', and your email
message. Note that there is a space before and ~~ after your message.

- E— .
£ QuickSilver 1.2.7 - [New Message] E=EEA
éE“E Edit Keyring View Tools Mailbox Clipboard Window Help - || & x
O~ & & & O & M T Update | B fO0
T fawd < | S Eh Ell u Proxy || Help ||§
|
| Ho=st: smtp.my-isp.net -

From: my-email-address@my-isp.net
Chain: #*,%,%: copies=3

To: my-email-addressémy-isp.net
Subject: Test

m

Teat message to myself.

-

1415




Host: smtp.my-isp.net

From: my-email-address@my-isp.net
Chain: *,*,*; copies=3

To: my-email-address@my-isp.net
Subject: Test

Test message to myself.

Now click the 'Send' button to see if the message will be sent. If the
message is sent, success! Go to Step 8. Otherwise, go on to Steps 6 and 7.



Step 6. (Skip Steps 6 and 7 if Step 5 worked.)
Click on the 'Tools' menu item and then click on the 'Smtp Authentication'
menu item. The host window should be empty. After setting up the
parameters, there should be an entry somewhat similar to the example
below.

SMTP Password Authentication - &J

Hosts
YourUzerID@YourlSP.net Mew

Iz this feature DMLY if your zerver requires pazsward
authentication. Currently, most don't.

Ok Cancel Help

Step 7. Next click on the '"New' button which will bring up the following window.

Enter Host, User ID and Password ﬁ
Huost Uzerld:
Password : [v Hide
Ok Cancel

You may need to put in your Internet Service Provider's smtp address?

in the 'Host:' box. If you do not know what the address is, you can
usually find it through your ISP's support web page concerning email
account/client setup. You might need to simply call them and ask what
the smtp address is. You may also need to put in your 'User Id:' and
'Password:'. Even if you are connect directly to a cable modem, you will
need to find out from your ISP what these are if you don't know them.
After making these entries, click the OK button.

Note: your 'User Id:' may be your short user ID (my-userid) or you might
have to use your long user ID (my-userid@my-isp.com).

(1 You might try smtp.my.internet.provider as your 'Host:' parameter.
example: smtp.microsoft.com)



Further suggestions: Things can be different with different ISPs. If

you still can not send messages after filling out the information in the
above window, then try leaving out the 'User Id:' and 'Password:', leaving
the 'Host:' name intact. Go back to Step 4 and 5 and try sending again
after each of these modifications.



Step 8. Further QuickSilver instructions and examples:

QuickSilver must be updated at least once a day with current Pinger information.
You can do this manually by clicking through the menu items 'Tools' / 'Remailers'
and then click the 'Update' button. If you are not sending many emails, you can
check the 'Update' check box on the QuickSilver main interface and the program
will automatically update QuickSilver with the current Pinger information before
each message is sent.

To send an email, use the following format. The 'To: ' field is the address of the
recipient. Remember, there must be a space between the colon ': ' and the
parameters.

Host: smtp.my-isp.net

From: my-email-address@my-isp.net

Chain: *,*,*; copies=3

To: someones-email-address@their-isp.net
Subject: Email subject

Message goes here.

To send a message to a news groups with QuickSilver, use the following format.
'Newsgroups: ' should be the newsgroup you are sending a message to. You can
specify multiple groups by placing a comma between the group addresses.

Host: smtp.my-isp.net

From: my-email-address@my-isp.net

Chain: *,*,*; copies=3

To: mailZnews@bananasplit.info

Newsgroups: alt.privacy,alt.privacy.anon-server
Subject: Subject of my news message

Message goes here.

To send a reply to a news message in a news groups with QuickSilver, use the

following format. You will have to find the 'Message ID:' number in the MesNews
article header that is displayed above the article and place it in the 'References: '
line as shown below. (Example: Message ID: <c8c9fcl@ul8g2000pro.googlegroups.com>

Host: smtp.my-isp.net

From: my-email-address@my-isp.net

Chain: *,*,*; copies=3

To: mail2news@bananasplit.info

Newsgroups: alt.privacy

References: <c8c9fcl@ul8g2000pro.googlegroups.com>
Subject: Re: Same subject line that you are replying to

Message goes here.



If you would like to keep a copy of the email and news messages you send, then
place the 'Fcc: Outbox' parameter above the 'Host: ' line. Note that QuickSilver
has been known to begin to malfunction if there are too many Fcc messages in
the database, so you will need to clean it out periodically. This may be a Vista
problem only. You can get to your mailboxes through the 'MailBox' menu item.

Fcc: Outbox

Host: smtp.my-isp.net

From: my-email-address@my-isp.net

Chain: *,*,*; copies=3

To: someones-email-address@their-isp.net
Subject: Test

Message goes here.

If you would like to keep templates for emails and news messages, build your
template in a mail window and then save the template by clicking on the 'File' and
'Save as Template' menu items. To access your templates, click on the template
button.

File Edit Keyring View Tools Mailbox Clipboard Window Help
D & & @ &R R Upsee () 0

-- End of QuickSilver setup section. --



Communicating Anhonymously

There are occasions when people might need to communicate anonymously
with others, such as a woman who has had to go into hiding from an abusive
mate and needs some ability to communicate with other family members. A good
way to communicate anonymously is through the use of a newsgroup called
'alt.anonymous-messages'. This news group can be easily used as a drop box
for messages. Parties can send messages to this group through QuickSilver. The
parties would use the same 'Subject' line (with possibly slights variations) in
order to easily identify their communication headers. Messages sent to
'alt.anonymous-messages' Will have to be encrypted before being sent to the
news group so that others will not be able to read your messages.

Below are two free encryption programs that can be easily set up and used to
encrypt your messages.

EMail-Security using GnuPG for Windows

http://www.gpg4win.org/

(Click the Download picture at the top of the page. Read the instructions on
setting up the program and its use. Use the tray program WinPT.exe that comes
with GnuPG to easily encrypt your data.)

PointCrypt (Blowfish 64 - strong but not as strong as the GnuPG.)
http://cdn.simtel.net/pub/simtelnet/win95/secencr/PointCrypt.zip

A last note concerning communicating anonymously with the police. If you
found this to be absolutely necessary, you could ascertain the email address of
the police department involved through the web or by phone, and send them an
email through the remailer system that contained the information you wanted to
convey. At the bottom of the email, you could include a password and a Subject:
of your making, and ask the police to contact you, if necessary, by sending their
reply to the news group 'alt.anonymous-messages'. Ask them to use a particular
'Subject:' and give them a password which they are to use to encrypt their reply,
using one of the two encryption programs mentioned above. You would then
continue to communicate with them through the remailer system while continuing
to receive their replies via alt.anonymous-messages.

At the bottom of your initial remailer email to the police, you could write:

Please send any replies to the news group: alt.anonymous-messages

Make your Subject line: whatever you decide

Encrypt your message with either of these programs:
http://www.gpg4win.org
http://cdn.simtel.net/pub/simtelnet/win95/secencr/PointCrypt.zip

Use conventional (symmetrical) encryption using password: whatever you decide



For further help with setting up these programs, or any questions concerning
anonymous email, anonymous news posting, and remailers, inquire at the news

group below.
alt.privacy.anon-server



